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REGISTER. Any data, views, or arguments concerning
these new systems of records may be submitted ip
writing to the Tnformation and Privacy Coordinator,
Central Intelligence Agency, Washington, D.C. 20505.

/5/
Michael J. Malanick
Acting Deputy Director

for
Administration
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INTZopENE ke
Privacy Act of 19747
Systems of Records

Note: Systems of records for the Central Intelligence Agency are
current as of September 7, 1976.

STATEMENT OF GENERAL ROUTINE USES
The following routine uses apply to, and are incorporated by
. ref>rence into, each system of records set forth below.
1. In the event that a system of records maintained by the Cen-
© tred Intelligencs Agency to carcy out its functions indicates a viola-
“tivn or potential violation of law, whether civil, criminal or regula-
tors in pature, and whether arising by general statute or particular
program pursuant thereto, the relevant records in the system of
records may be referred, as a routine use, to the appropriate agen-
cy. whether Federal, state, local or foreign, charged with the
respansibility of investigating or prosecuting such violation or
charged with enforcing or implementing the statute, ot rule, regula-
tivn or order issued pursuant thereto.

2. A record from this system of records may be disclosed, as a
routine use, to a Federal, state or local agency maintaining civil,
criminal or other relevant enforcement information or other per-
tineat information, such as current licenses, if necessary to obtain
information relevant to a Ceatral Intelligence Agency decision con-
cerning the hiring or retention of .2n employee, the issuance of a
security clzarance, o¢ the letting of a contract.

3. A record from this system of records may be disclosed, as a
routine use, to a Federal ag¢acy, in response to its requast, in con-
neciion with the hiring or retestioa of an employee, the issuance of
2 secwrity clearance, the reporting of an investigation of an em-
ployze, the letting of a contract, or the issuance of a license, grant,
or other benefit by the requesting agency, to the extent that the in-

-.formation is relevant and necessary 10 the requesting agency’s deci-
sion on the matier. .
2. A record from this system of records may be disclosed, as a
. routine use, in the course of presenting evidence to a court, magis-
trzte or administrative tribunal, including disclosures to opposing
couasel’in the course of settlement negotiations.

4. A record from this system of records may be disclosed to the
O:fice of Management and Budget in connection with the review of
private release legislation as set forth in OMB Circvlar No. A-19 at
any stage of the legislative coordination and clearance process as
set forth in that Circular .

TADLE OF CONTENTS

CENTRAL

RECQRD SYSTEM
wmic Relations File—CIA-46
gency Craining Record—CIlA-8
plicaut Files—CIA-30
lications Division Tracking System —Ci
ing Program File—CIA-43
Careen\Jraince Files—CIA-6
Central Badge System—CIA-54
CIA Authbys FileCIA-40
Clinical aod\Psychiatric Files (Appligants)—CIA-35
Clinical and Pgychiatric Files (Empjayees)—CIA-34
Computer Accass File—CIA-3
Congressional Lisison Records
Consultant and Indgpendent C
Current Employees }nd Formgr Employecs (official Personnel
files and records related théreto)—CIA-31
Cryptographic Access Kle
Directorate of Operationy
Employee Grievance Fol
Equal Employmznt Oppén
Equipment and Supplies Acc
External Training Filés—CIA-1
Foreign Map Sourcé Files—CIA
!-'_inam:ial R‘ccmdsLC {A-50
(] k A P H

ecords System—CILA-49

—CIA-15 -

ity Complainant Records—CIA-14
ntability Records—CIA-19

Guest Speakers—CIA-13
Inspecior Géneral Research Records—C
Intelliger?é in Public Literature File—CIAM!
Languag€ Learning Center Student Files—C.
Langugze Qualifications Register—CIA-10
Legal/Subject Rucords—CIA-S

Libgiry Open Litctature R zady Reference File—C
Lofistics Security Clzarance Records—CIA-20
anpowser Contruls System—CIA-29

e
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pus Instructos rpplicant Files—CIA-7
oint Computer Support Training and Skj
—CIA-2 :
i Files—CIA-16
Claims Records—CIA-18
Polygraph Files—~CIA-23
Privacy Act Requesters—CIA-21
i 1—CIA-4 _
nt Officers of Sglected Colleges—C!

IA-

Pm;esmrs and Place
4
Prospective Contributors Yor the
Intelligence—CIA-33
Psychological Test Data File:
Publications about CIA--CIA-
Security Analysis Records
Security Duty Office Events Rep
Security Records—CIA-57
Soviet-U.S. Contacts File—CIA-45
Special Clearance System—CIA-52
Supplemental Persdnnel (Soft) Fites—C
Supplemental Personnel (Soft) Files—CIARS
' Supplemema}l‘ersonnel (Soft) Files—CIA-Z
Supplemental Personnel (Soft) Files—CIA27
Supplemental Personnel (Soft) Files—CIA-28
Ur;s{og‘dted Correspondence from the General Public addressed

tothe Director or Deputy Director of Central
telligence—~CIA-59
Vehicle Operators File—CLA-17

Ccia—1
System name: Applications-Bivision Tracking System.
Systemn location: - .
Central Intetligence Ageac: R .
Washington, D.C. 20505. o . - :
Categories of individuals covered by the system: Agency and con- .
tract employees, employees of contractor supporting Office of Wﬂmh&féﬁ—
. currently or formerly assigned to computer Lot 2N
software development or maintenance projects in Applications. .

Categdrizs of records in the system: Documentation of hours
logged on each assigned programming or overhead project.
Authority for maintenance of the system: Section 506(a), Federal
Records Act of 1950 (44 U.S.C., Section 3101). - E
Routine uses of records maintained in the system, including catepo-
ties of users and the purposes of such uses: Used by Applications
_Privistomr—staff for periodic reporting to reations—I vt
management man-hours expended to develop assigned programming
projects and overhead hours. Used for tracking the usage and
scheduling of all resources for developing software, .
Used to substantiate hours spent by contractor personnel on bil-
lable contractual activity. '
Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:
Storage: Magnetic disk.
Retrievability: Name and employee number. -
Safeguards: Limited to specifically designated and ¢leared per-
sonnel.
Retention and disposal: Records are erased when hours of activity
are no longer needed by management. ) :
System manager(s) and address: R C
Director, Office of Joint-Comprter-Snpport— Daina -P.ec(bTSuwI e
Central Intelligence Agency . . . - . .
Washington, D.C. 20505. ‘ - ’
Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their
inquiries to: - : .
ey Act Covirdi
cniralTatelhgence Agency '
Washington, D.C. 20505.
Identification requirements are specified in ‘the CIA rules

published in the Federal Register (32CFR 1901.13). Individuals must.
comply with these rules. N

Record access procedures: Request from individuals should be ad-

dressed as indicated in the notification section above.




- A &Aﬂﬂé.&éx@&w@/os/os CIA-RDP86-008 00100140004-5
RECORD SYSTEM ‘) ’
Applications Tracking System--CIA-1
Office of Data Processing Training § Sk1115 Inventory--CIA- 2
Computer Access File--CIA-3 _
Private Attorney Panel--CIA-4
Legal Subject Records--CIA-S
Career Training Files--CIA-6
Off-Campus Instructor Applicant Files--CIA-7
- Agency Training Record--CIA-8
Language Learning Center--CIA-9
Language Qualifications Register--CIA-10
Modern Language Aptitude Test Scores (MLAT)--CIA 11
External Training Files--CIA-12
Guest Speakexrs--CIA-13
Equal Employment Opportunity Complaint Records--CIA 14
Employee Grievance Files--CIA-15
Parking Permit Files--CIA-16
Vehicle Operators File--CIA-17
Personal Property Claims Records--CIA-18.
Equipment and Supplies Accountability Records--CIA-19
Logistics Security Clearance Records--CIA-20
Privacy and Freedom of Information Acts Requesters--CIA-21
Polygraph Files--CIA=23 :
Supplemental Personnel (Soft) Files--CIA-24
Supplemental Personnel (Soft) Files--CIA-25
Supplemental Personnel (Soft) Files--CIA-26
Supplemental Personnel (Soft) Files--CIA-27
. Supplemental Personnel (Soft) Files--CIA-28
Manpower Controls System--CIA- 29 '
Applicant Files--CIA-30 - '
Current Employees and Former Employees (off1c1a1 Personnel
files and records related thereto)--CIA-31
Consultant and Independent Contractor Records~--CIA-32
Prospective Contributors for Collection of Foreign
- Intelligence--CIA-33
Clinical and Psychiatric Files {Employees)--CIA-34
- Clinical and Psychiatric Files (Applicants)--CIA-35
Medical Facilities and Physicians--CIA-36
Psychological Test Data Files--CIA-37
Congressional Liaison Records--CIA-38
Publications About CIA--CIA-39
CIA Authors File--CIA-40
Intelligence in Public Literature- Flle—-CIA 41
Library Open Literature Ready Reference File--CIA-42
. Briefing Program File--CIA-43
Foreign Map Source Files--CIA-44
Soviet-U.S. Contacts File--CIA-45
Academic Relations File--CIA-46 :
Professors and Placement Officers of Selected Colleges—-CIA 47
Cryptographic Access File--CIA-48
Directorate of Operations Records Systems-—CIA 49
Financial Records--CIA-50
Security Duty Office Events ‘Reports--CIA-51
Special Clearance System--CIA-52 .

entral Badge System--CIA-54

Security Analysis Records--CIA-56

Security Records--CIA-57

Inspector General Research Records--CIA-58

Unsolicited Correspondence from the General Public
Addressed to the Director or Deputy Director of Central
Intelligence--CIA-59

Personal and Professional Associates of the Director of

T Central Intelligence--CIA-60
Supplemental Personnel (Soft) Files-~CIA-61
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Ceﬁ:dling -pecord procedures: The Ccntméﬂgenge Agency's

Authority for maiatenance of the system: Section 506(a), Federal

sukations fOr acces i y % 5/ -
resione e secr o niyprbveerolibIede J0cainsiod et ROPAR B0 SO TBN AN oo -

ries of users and the purposes of such uses: & OrFce oF
Suppast- Security Officers, computer system and data base  Pams Pocas

* concerning access to or correction of records, are promulgated in
t=& CIA rules section of the Federal Register.
Record source categories: Agency employees, contract employees,
employezs of con%mr supporting the Ofiice of oimt-~Computer
Stopude DA

7R FRCCESSIVE
Tara CI-ﬁ-ngﬁ ,
System name: Oifice of Joi 0, ss"\/ﬁnining and Skills

Inventory.
System !ocation:
Cenizal Intelligence Agency
. Washington, D.C. 205305. .

Categuries of individuals covered by the system: Employees, con-
tract employees, and employees of contractors assigned to the Of-
fice of Jomi-Computer-Support-tBIES)- DHTA IROCESSISGCEDP),

Categories of records in the system: Documentation of CIA-
funded training for each individual assigned to the Office of Jomt
Eomemis=Sunpat. DA7S QEESTIVE - onP

PDocumentation submitted by each individual assigned to ©3€S,
iodicating his seli-evalyation of his programming skills.

Authority for maint e of the syst Section 506(a), Federal
Records Act of 1950 (44 U.S.C., Section 3101).

Routing uses uf records maintained ia the system, including catego-
riss of users and the purposes of such uses: Assist-BfOFES in asger-
t2ining what additional training persoanel should receive. ¥~ /0P

DfODP Essist PFOFCS in the magagement of personnel assignmeats to
pew programming tasks.

Policics and practices tor storing, retrieving, accessing, retaining,
and disposing ol-zecords in the systam:

Storage: Magnetic disk.

Retrievability: By Name.

Saleguards: Access to and use of these records is limited to those
persons whose official dities require such access.

Retention and dispnsal: Records are purged as employees

sepamte fmm@es‘)dﬁa;%dw apP -
System manager(s) and nddress:

Liirector, Office of Foin-C Suppert De7wiRocexsivg

P )3

) Cantral Intelligence Agency
V¢ .eshington, D.C. 20505.
Notification procedure: Individuals seeking to learn if this system
“of riords contains information about them should direct their

Central Intzlligence Agency -
Washington, D.C. 20505.

Identification requirements are specified in the CIA rules
publisted in the Federal Register (32CFR 1901 .13). Individuals must
comply with these rules )

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
ragulations for access to individual records, for disputing the con-
terts thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of ths Federal Register.

Record source categories: Agency personnel and employees of
contractors. :

Cla—3
System name: Computer Access File.
System location:
Central Intelligence Agency
Washington, D.C. 20505.
Categories ol individuals covered by the system: Agency em-
ployees having special access to Office ()l"L G

user identification code, badge number and computer systems to
which the individual ha~ access. B

H Information and Privacy Coordinator]

managars, and Automated Data Processing Control Officers use the
system to:

Determine computer system(s), if any, to which an individual at
CIA has access. .

Control access 1o computer systems through automated computer
syster verifications of individual’s authorization for access 10 Com-
puter which he/she is attempting to use.

Determine the name, office, room number and badge number as-
sociated with the user identification code of an individual suspected
of a possible violation of computer systems security procedures,

Identify individuals listed in audit teail records as having ac-

- cessed a particular computer system or computer-based systern of
veCOrds. 7 auce MANl M) besTs OF ODP cospu TR 4SERS

Policies and practices for storing, retrieving, accessing, Fetaining,
and disposing of records in the system:

Storage: Magnetic disk packs with **back-up™ records on tapes.
and controlled hard copy computer listings used for reference. Ap-~
plications and approval for access are maintained in paper files.

Retrievability: Name and user identification code. .

Safeouards: Access to these records is limited to cleared persons
whoss official duties require such access. Personnel screeaing and
computer System security protective mechanisms are employed to
prevent unauthorized disclosure. Hard copy computer listings and
paper files arc maintained in combination lock safes or vaulied
areas. : :

Retention and disposal: Records of individuals who no Tonger
have access to Office of Joimt—Cemputer—Suppert sysiems are

deleted from computer-based system of records. RdaT# Pﬁﬂcm_ﬂ?

As changes are made and new master computer listings are
generated, the paper listings are destroyed by buming and the

records on magnetic media are degaussed. There is no retention of -

these records. . :
System manager(s) and address:
Director, Office of Fof
Centrzl Intelligence. Agency
Washington, D.C. 20505. L e
Notification procedure; Individuals seeking to learn if this system

of records contains information about them should direct their :

inquisies to:
[o} tor

' Poradkocessmg

Central Intelligence Agency
Washington, D.C. 20505.

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must = -

comply with these rules. :

Record access procedures: Request from individuals should be ad-

dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's

regulations for access to individual records, for disputing the con-
tents thareof, and for appealing an initial determination by CIA
- concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register. .

Record source categoriess Employees. .
Contractor employees.
. - . Clh—4
System name: Private Attorney Panel. - -
System location: A
Central Intelligence Agency -
Washington, D.C. 20505. - L

Categories of individuals covered by the system: Attorneys in

private practice.
Catezories of records in the system: Name, address, date and

computer systems. batA Pracegssivg place of birth, education, law firm Gf any), State(s) admitted to
Agency cleared contractors who have been granted access to Gf. ~ Bar, and date and type of clearance. o

fice of Fom ter S computer systems. m NBS‘ﬂy Authority for mai ce of the syst Central Intelligence
Categories of records In the system: [n Tvidual’s name, office, Agency Act of 1949, as Amended—Public Law &1-110.

Section 506(2), Federal Records Act of 1950 (44 U.S.C., Section
3101).

[Information and Privacy Coordinatorjp——
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. Routine uses’of records maintained in the system, including catego-
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To provide a referral list for those employ:éis whose employment
with C[A must be protected.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Paper.

Retrievability: By name.

Safeguards: Records are stored in a combination lock safe and
access i3 only by persoapel in the Office of General Counsel.

Retention and disposal e
Systemn manager(s) and addre

General Counsel

Central Intelligence Agency

Washington, D.C. 205063,
Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their
inquiries toz

15

(En? Att Coordiuatar >
r-ﬁﬁmﬁﬁﬁé%ﬁq
Washington. D.C. 20505. .

ITdentification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
dressed as indicated in the potification section above.

Contesting record procedures: The Central Intelligence Agency's
rzgulations for access to individual records, for disputing the con-
temis theteof, and for uppealing an initial determination by CIA
conceming access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source cafegories: Attorneys, CIA employees and former
employess, .

Martindale-Hubbell Law Directory.

CIA-5
System name: Legal Subject Records.
Syster location:
Central Intelligence Apgency
Washington, D.C. 20505. X

Categories ol individualy covered by the system: Agéncy em-
ployzes, defectors, individual plaintiffs in litigation cases, in-
@ividuals asserting claims against CIA, contractors and consultants,
2athors, journalists and other individuals who become involved in
l2zal reiationships or matters with CIA.

Caizgories ol records in the system: Correspondence, affidavits,
brisfs end other legal documents, reports of investigation, Govern-
ment forms, cables and internal CIA memeranda.

* Authority for maintenance of the system: Central Intelligence
Agzzncy Act of 1949, as Ameaded—Public Law 81-110.

Section 506(a), Fedemal Records Act of 1950 (44 US.C., Section
3101).

Routine uses o records majntained In the system, inclnding catego-
ries ol users and the purposes of such vses: To provide factual infor-
caation for legal opimons.

To provide factual information for litigation reports prepared for
the Department of Justice.

To provide factual information for dealing with Agency contrac-
tors and consultants. .

A record from this system of records may be disclosed as a
*routine use’" to a Federal, state or local agency maintaining civil,
criminal or other relevant ¢nforcement information or other per-
tinent information, such as carrent licenses, if necessary to, obtain
information relevant to an Agency decision concerning the hiring or
retention of an employee, the issuance of a security clearance, the
latting of a contract, or the issuance of a license, grant or other
beaefit. .

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records In the system:

Storage: Paper.

Retrievability: By niune.

Saleguards: Records are storzd in combination lock safes and ac-
cess is only by personiel in the Office of General Counsel. . . <

Information and Privacy Coordinatorj

gy

Destruction is by pulping.

| P

Files are retained for duration of the employee's . .
participation in the Career Training Program, then
. transferred to the Office of Personnel.
transeripts are filed in the official personnel
"folders; remaining material is incorporated into
individual's supplemental personnel (soft) file.
Unsuccessful applicant records are returned to

Approved t3r ﬂglgé"s%ezo‘ﬁflqgﬁi?8%&3P85-00895R0001 00-1-40004-5——- ,:-
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Retention and disposal; Permanent ratention,

Central Intelligence
Washington, D.C. 20505. ‘
Notification procedure: lndividuals seeking to leamn if this system
of records contains information about them should direct their

* inquiries to:

__ﬁ_{_ &éCoordinator>
entral Tntelligence Asﬁgm:y
).

Washington, D.C. 2 " .

Identification requirements are specificd in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from i_ndividnals should be ad-
dressed as indicated in the notification section above. .

Contesting record procedures: The Central Intelligence Agency’s
regulations for access lo individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Individuals identified in

Categories of individuals covered by the system: above, Federal
agencies and other CIA records systems.

CIA—6
System name: Career Trainee Files.

System location:

Central Intelligence Agency
Washington, D.C. 20505.

Categories of individuals covered by the system: Applicants and
employeas selected for Career Training Program.

Categories of records in the system: Name, biographic data, test
results of applicant being considered for Career Training Program.
Employee name, biographic data, test results, training evaluations,
correspondence, trainee progress reports and supervisor reports on - -
trainees during their interim assig ts, and anda for the
record. .

Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-253.

Central Intelligence Agency Act of 1949, as Amended~—Public
Law 81-110. . ’

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101). .

Routine uses of records maintained in the system, including calego-
ries of users and the purposas of such uses: Used by Agency officials
to determine an individual's selection for the Career Training Fro-
gram. : o .

Used by Agency officials for monitoring training activity alter
selection. . . .

Used by Agency officials for job placement after completion of
training program. .

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Paper and microforms.

Retrievability: By name.

Sateguards: Stored in combination lock safe; access is limited to
Career Trainee Program Officers, and Personnel Officers.

Retention and disposal: Records arz retained for the durati
the cmployee s participation jin the Career
transfdrred to the Offise of{lsersonnel. Official transceipts 2
in official personnél fold ini:

-warde the individdal's supplem
Récords on unsuccessf %phcams or tl
_gram ars retuned to thé Office of Petsonnel.
System manager(s) and address:
Director, Office of Training
Central Intelligence Agency
Washington, D.C. 20505.

Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their
inquiries to: . .

‘Privacy Ant Coordigator,
entral Inféihgence Agency
Washington, D.C. 20505.

n o
then
filed

Records on cleared but never used attorneys are
destroyed 1 year after clearance is cancelled. |
“Records of cleared and used attorneys are : "
destroyed when deceased or when services axre no,
longer of interest whichever is earlier. '

~

|
e
|

Official |-
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Identification requirements are specificemin the CIA rules
patiished in the Federal Register G2CFR 1901.13). Individuals must
comply with these rules.

Record aceess procedures: Request from individuals should be ad-
dr=ssed as indicated in the notification section above.

Contesting tecord procedures: The Central Intelligence Agency's
rezuiations for access to individual records, for disputing the con-
tants thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CLA rules section of the Federal Register.

Record source categories: The sources of information in these
fies are Program Oificers, educational institutions, and the in-
dividual.

CIA—7
System name: OFf-Campus Instructor Applicant Files.
System location:
Central Iatelligance Agency
Washington, D.C. 20503.

Categories of individuals covered-by the system: Agency em-
ployees who are applicants for part-time instructor positions in the
Agzacy Off-Campus Program sponsored by University of Virginia.

Categories of records in the system: Applicant forms for t=aching
in tae Off-Campus Program. R

Correspondence with University of Virginia including application
epprovals and rejections and documants concerning contract ad-
miaistration. ’

Authority for mai of the sy
1927, as Amended—Public Law 30-233.

Central Intelligence Ageacy Act of 1949, as Amended—Public
Law 81-110.

gaction 506(a); Federal Records Act of 1950 (44 U.S.C., Section
31 o

National Security Act of

TRoutine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Used by Agency officials
to administer Instructor Program for OIf-Campus college courses
provided to employees.

Recommendations to University of Virginia for employing in-

structors.
Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system: T
Storage: Paper. ’
Retrievability: By name and discipline. ’ . .
Safeguards: Stored in combination lock safes. Access by CIA of-
ficizls on need-to-know basis.

Retention and disposal :cyogi{a' ¢ retained ﬂag three yeags after
S TEinauoMP ATy emplo; cj,v.één destry by bumix
Systerm aer(s) and dddress:
Director, Office of Training
Central Intelligence Agency
Washington, D.C. 20503. - ’
Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their
inquirizs to;

PRIVACY ACT 155UANCES l

02/05/09 : ClA-RDP 26 002 4RA101390048,0,. Acency em.

ployees and other Federal employees who have completed Office

of Training courses, Agency-sponsored external training, and other

Agency component-conducted training programs.

. Categories.of records in the system: A machine ren which lists the

individual's transcript of Agency-sponsored training. :
Authority for maintenance of the system: Title 5, USC, Chapter

41

Central Intelligence Act of 1949, as Amended—Fublic Law 81-
110. -
3 Section 506(a), Federal Records Act of 1950 (34 U.S.C.. Section
101,

Routine uses of records d in the system, including eatego-
ries of users and the purposes of such uses: Records are used by
Agency officials for processing employee requests for Agency-
sponsored training-

Used by Agency officials to evaluate training requirements in

connection with a proposed assignment. 3

Agency Career Management and Training Officers use this
record as a management tool in counseling employees conceming
their career development.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: (Mphine Ji o

Retrievability: By. name.

Safeguards: Stored in combination lock safes. Access is restricted
to Training Officers, Personnel Officers, Supervisors and the
TSS/OTR Staff. ) o

Retention and disposal - I

Systern manager(s) and address:T

Director, Office of Training
Central Imtelligence Agency S
Washington, D.C. 20503. . : : " .

Notification procedure: Individuals secking to learn if this system

of records contains information about them should direct their

inquiries to;,
cy Aet-Coordiditar >
eniral Intelligence Agency

Washington, D.C. 20505. b T

published in the Federal Register (32CFR 1901.13). Tndividuals must
comply with these rules. -

Record access procedures: Request from individuals shonld be ad-
dressed as indicated in the notification section above.

regulations for access to individual records, for disputing the con-
tents thereof, and -for appealing an initial determination by CIA

the CIA rules section of the Federal Register.

and training reports from the individual.
CIA—9 ‘
System name; Language Learning Center Student Files.

i Aarcoomj&xw;r

entral Intelhigance Agency

Washington, D.C. 20505. -

Identification requirements are specified in the CIA rules

published in the Federal Register (32CFR 1901.13). Individuals must
conply with these rules. :

Kevord access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
regulations for access to individual records, for disputing the con-
t=nts thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
tha CIA rules section of the Federal Register.

Record source categoriest Employee, educational institutions, stu-
dent evaluation of the instructor and the University of Virginia.

CIA—8
System name: Agency Training Record. ‘
System location: .

Central Intelligence Agency
Washingzon, D.C. 20505.

'rIIiformation and Privacy Coordinatg

termination of Agency employment.

s

oo oo o 7. . ... Retention
. . 7. .. . . destroyed

PN

Records are destroyed by pulping 3 years after

System location: .
Central Intelligence Agency
Washington, D.C. 20505,

rolled in the Language Learning Center. L
Categories of records in the system: Biographic data, test scores,
training reports from instructors, training requests from sponsoring
office and attendance reports.
Authority for of the syst

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-11

3101).
ries of users and the porposes of such uses: Used by Agency officials
cy Training Record.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system: o

- 974

¢
{

-Storage: ° V

and Disposal: Superseded COM reels are
by burning upon receipt of updated reels.
o - i
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Identification requirements are specified - in the CIA -ml‘es o
Contesting record procedures: The Central Intelligence Agency’s .

Record source categories: Transcripts from educational institu- '
tions, certificates of successful completion from the training facility

Categories of individuals covered by the system: Employees en- -

0.
Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section

Routine uses of records maintained in the system, including categos

Machine listing on COM.

concerning access 1o or correction of records, are promulgated in

Title 5, U.S.C. Chapter -

to monitor student performance. Transcript is entered in the Agen. -

.
.

[
[
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i Smr:w&: Papet.
" Retrievability: By name:

. Saleguards: Records stored in secure arzas. Access on a need-to-
know basis.

Director, Omce of Training
Central Intelligence Agency
Washington, D.C. 20503,
Notification procedure: Individuals seeking to leamn |f this system
of records contains information about them should direct their
mqun:-. to;

Approved Fo‘lease 2002/05/09 :

—-—’_'_—-‘_'_‘_F*_-\
cPEoordidator >
Centr;\l Tateilizznce Agency
Washington, D.C. 20505.

Identification requirements are specified in the CIA rules
published in the Faderal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedutes: Request from individuals should be ad-
¢ressed as indicated in the notification section above.

Contesting record procedurss: The Central Intelligence Ageacy's
regulations for access to individual records, for disputing the con-
tenis thereof, and for appealing an initial determination by CIA
concarning access to or correctiod of records, are promulgated in
the CLA rules section of the Federal Register.

Record source categories: Employees and instructors.

CIA—-1D

System naine: Language Qualifications Register.

Systemn location:

Central Intelligence Agency
Washington, D.C. 20505.

Caxegm-lus of individuals covered by the system: Employees who
claim a foreign language proficiency.

Categories of records in the system: Employee claim of forewn
hnguzg, oroficiency, and identifying biographic data.

Authority for maintenance of the system' Title 5, U.S.C, Chapter

Cantral Intelligzance Agency Act of 1949, as Amended—Pubhc
Law 81-110.

Szction 506(a), Federal Records Act of 1950 (44 U.S. C Section
3101).

Routine uses of records mai d in the system, including catego-
ries of users and the purposes of such uses: Used hy Agsncy person-
. eel for processing requests for foreign language training and for
languags proficiency cash awards.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Paper and magaetic tape.

Retrievability: Name ;md language.

Saleguarils: Maintaindd m combination lock safes. Access on a’
need-to-know basis.

ystem manager(s) and address:
Director, Office of Training
.Central Intelligence Azency
Washington, D.C. 20505.
Notification procedore; Individuals sc:kmg to learn if this system
- of rzcords contains information about them should dnrccl their
izquiries to:

R W
(;?Ei'\cy Agxgoord%@r/l
entral Intglligznce Agency
Washington, D.C. 20505.
Jdzntification rzquirements are specified in the CIA rules
published in the Faderal Register (32CFR 1901. 13) Individuals must
comply with these rules.
Record access procedures: Request from mdmduals should be ad-
drassed as indicated in the notification section above.
Contesting record procedurss: The Central Intelligence Agency’s
rezulations Tor access to individual records, l'or disputing the con-

record.

| : 45

nn initial determination by CIA -

n
% Mare promulgated in
lhe CIA rules section I-et.lcral Register.

Record source categeries: Employees.
Cia-—-11
System name: Modern Language Aptitude Test Scores (MLAT).
Systern location:

Central Intelligence Agency
Washington, D.C. 20505.
Categories of individuals covered by the system: Selected appli-
cants and employees who have taken the Modern Language Ap-
titude Test.

Categories of records in the system' Name, biographic data and

test scores.

Authority for Title 5, U.S.C. Chapter

i of the syst

Cemra] Imelligence Agency Act of 1949, as Amended--Public
Law 81-11

Section 506(3), Federal Records Act of 1950 (44 U.S.C., Section
3101).

Routine nses of records maintained in the system, including categon
ries of users and the purposes of such uses: Used by Langu nge
Leaming Center personnel to evaluate student potential for leammg
a foreign languagea.

Used by Personael Officers in deciding appointment and job
placement.

Aptitude test scores are provided to Foreiga Service Institute -

when employee is enrolled in their language program.

Policies and practices for storing, retrieving, accessing, retaining,
and disposiug of records in the s_yalem‘

Storage: Paper.

Retrievability: By name.

Safeguards: Stored i in combination lock safes. access on a need-
‘s empl

to-know basis.
i aly/Rec s retaingd fi
me Unsucce appl\c:m
onths. 7ds are dest ed by burm :

System manager(s) and address:
Director, Office of Trainidg
Ceatral I:n.elhgence Agency
Washingron, D.C. 20505.

Notitication procedure: Individuals seekmg to leam if this syslem

.. of records contains information about them should direct their :
" inquirigs to: .

Washingion, D.C, 20505.

Identification requirements are specthcd in the CIA rules
published in the Federal Register (32CFR 1901.13). [adividuals must
comply with these rules.

Record access procedures: Request fmm individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s a

regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
conceming access to or correction of records, are promulgaled in
the CIA rules section of the Federal Register.

Record source categories: Individual. A .o
Cia—12
System name: External 'I'rammg Files.
System location:

Central Intelligence Agency
Washington, D.C. 20505.

Categories of individuals covered hy the systenw: 'Empluyees Spon. B

sored full-time external training programs.

Categories of records in the system: Employee biographic data,
correspondence with pubhc and private educational iastitutions,
transcript and grades, training requests and administrative docu-
ments related to enrollment, employees evaluation of trammg
course and employee Training Ohhganon Agreement,

Authority for maintenance of the system: Title 5, USC, Chapter

{Informatioh and Privacy Coordinatorl

, 998-974 S - |
Papers are destroyed by pulplng and tapes are erased
upon inclusion of information in employee s off1C1a1

Files are cut off at completion'of training: all

but final report is destroyed 90 days after
- final report is destroyed 5 years after cut off. ey

Records are destroyed by pulping.

cut off;

Destroyed upon term1nat1on of Agency employment.

12 months. -

Approved For Release 2002/05/09 : C_IA-RDP86—00895R0001_00140004-5

Destruction of records is by pulping.

|-
Unsuccessful applicant records. are destroyed after{

-
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" Section S06(a). Federal Records Act of 1950 (44 U.S.C., Section
310

)

Central Intellizence Agency Act of 1949, as Amended-~Public
Law 51-110.

Foutine uses of records maintained in the system, including catego-
Fies of users and the purposes of such uses: Used by Agency officials
1o determine employee’s eligibility for Agency sponsored training.

Used by Agency officials to enroll employces in private and
pablic zducztional institutions.

Used by Agency officials to evaluate courses for future enroll-
ment of employess. .

Data for Azency Training Record.

Notification of funds advanced and accountings are proved to the
Qffice of Finzace.

A record from this system of records may be disclosed as a
“foutine use” to a Federal, state or local agency maintaining civil,
criminal or other relevant enforcement information or other per-
tineat information, such, as current licenses, if necessary to_obtain
information relevant to an Agency decision concerning the hiring or
reteation of an employes, the issuance of a security clearance, the
l2tting of a contract, or the issuance of a license, grant or other
benefit. .

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system: )

Storage: Paper and punch cards.

Retrievability: Name and employee number.

Safeguards: Stored in combination lock safe; access on need-to-

know basis.
Rethined Tor one\year after em loyee
cgminitme - records ar/destroyed by um-
7

Retention a
- — .

ﬁw 25 all cours

B AY

" System manager(s) and address:

Director, Office of Training

Central Intzllizence Agzncy

Washington, D.C. 20305.

Notification procedure: Individuals sceking to leam if this system

of records comtains information about them should direct their
inquiries to: . -

. B . _'- - - ] . .
Approved Fofffleag81¥62/05759)s BIANEEP86-0089§M000100140004-5

Cy has int&pdst 1 @ speax

fracd Act( Cuorg_i%l_og =
entral Intelligence Agency

,—‘—"'_—‘_-—_J—\

. &\Coorﬂ\malu;
Central Toteliigsnce Agency
Washington, D.C. 20505. :

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules, '

Record access procedures: Request from individnals should be ad-
dressed as indicated ia the notification section above.

Contesting record procedures: The Central Intelligence Agency's
regulations for access to individual records, for disputing the con-
tants thereof, and for appealing an initiul determination by CIA
concerning access to or corvection of records, are promulgated in
the CIA rules section ok the Federal Register.

Record source categovies: The sources of information are from the

individual, his sponsoring office, and the external traioing facility.
ClA-—-13
System name: Guest Speakers.
- System location:
Central Intelligence Agzncy
Washington, D.C. 20505. .

Categories of individuals covered by the system: Individuals under
consideration for guest speaksr engagements in CIA training cour-
ses. Individuals include members of the academic journalistic and
business world as well as present and  former senior Agency and
other Government officials. :

Categories of records in the system: Name, biographic data includ-
inz academic credentials, published materials, correspondence and
administrative records.

Authority for maintenance of the system: Section506(a), Federal
Records Act of 1950, (44 U.S.C., Section 3101).

Routine uses of records maintalned in the system, including catego-
ries of users and the purposes of such uses: Assist Training Officers
in curriculum developinent and selection of speakers for scheduled
training courses. o

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records In the system: :

Storage: Poper.

|Information and Privacy Coordinator

2%

Cases resolved within Agency are destroyed by |
pulping after resolution of case. - o

" dispo:

inquiries to: :
Central Iatelligence Agency

8§-974

Destroyed 1 year after employee completes 211 [
'fcourse_pommitments. Destruction by pulping.

Relrievability: By name und area of expertise, .

Saleguards: Files are stored in a combination lock safe, Use of
matenal is restricted to Training Officers involved in course
development.

Retention and disposai:

iles Gre,maintained(asdong as the
s are destroykd by bui:ixg.

ystem manager(s) and address:
Director. Office of Training
Central Intelligence Agency
Washington, D.C. 20505.
Notification procedure: Individuals seeking to learn if this system
of records conuins information about them should direct their
inquiries to: :

Washington, D.C, 20505. . .
Identification  requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad- -
dressed as indicated in the notification section above. - -
Contesting record procedures: The Central Intelligence Agency’s

regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register. .

Record source categories: Individual, Agency officials, dcademic

and private institutions, Federal agencies. . o
. ClIA—14 ’ ' .
System npame: Equal Employment Opportunity
Records. :
. System location: .
Central Intelligence Agenc
Washington, D.C. 20505. . o : .

Categories of individuals covered by the system: Current or former . L
contract, staff or detailed military personnel of the Agency as well - " " =71
as applicants for employment. - -

Categories of records in the system: Data collected by an EEQ In-
vestigator which bears on the charges of discrimination brought by
the complat File contains sworn affidavits from the complai-
nant, the alleged discriminating officer(s), ‘and other individuals
directly involved, as well as other documents, records, or other
statistical evidence considered pertinent to the case or which assists
the Agency in making its decision. - [

Authority for mai of the system: Equal Employment Op- - -
portunity Act of 1972, Public Law 92-261. : : -

Executive Orders 11478 and 5 C.F.R., Part 713.222. . ~© .~

Routine usss of records maintained in the sy , incloding catego:
ries of users and the purposes of such uses; To provide information
in the adjudication of complaints. L

_ To provide infarmation for review by the Civil Service Commis- e
sion. C L
To provide information for Federal court review.
. Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the systems -

Storage: Paper. . .

Retrievability: By complainant name. : o R

Safeguards: Filed in combination Jock safes; limiled access by Lo
staff only. .

ntion and disposal:/Compléted caes transferred to ords - ..
of éach year. Held $pRecords Center fol years
etirement then retyse e OEEO-for W

Complainant

Syste-l:ll manager(s) and address:

- Director, Equal Employment Opportunity
Central Intelligence Agency i
Washington, D.C. 20505.

Notification procedure: Individuals seeking to fearn if this system
of records contains information about them should direct their

Washington, D.C, 20505.

. : . Apsgmpre.
Records are destroyed by pﬁlping when Agency no |-
n . longer has interest in speaker. . . :
Approved For Release 2002/05/09 : CIA-RDP86-00895R000100140004-5 " " "
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comply with these rules.

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification secuon above,

Contesting record procedures: The Central- Intelligence Agency’s
regulations for access to individual records, for disputing the con-
ionts thereof, and for appealing an initial determination by ClA
concerning 2ccess to Of correction of records, are promulgated int
the CIA rules section of the Federal Register.

Record source categories: Information obtained from the complai-
pant, the alleged discriminating official, and other individuals as
well as documents, records, and statistics gathered in the investiga-
tion.

ClA—15
System name: Employee Grievance Folders.
System location:
Central Intzlligence Agzncy
Washington, D.C. J0305. .

Categories of individuals covered by the system: Employee.
Grievance genenlly filed by IG Case Number assigned by Office of
Inspector General.

Categories of records in the system: Data from employees coming
to Inspector General with zrievarces re nature of grievance, cir-
cumstance that caused grisvance and how settled. »

Authority for mal of the syst Executive Ordar 10987,
By Regulation. -

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3100).

Routine uses of records maintained in the system, including catego-
¥izs of users and the purposes of such uses: Used by members of the
Office of the Inspector General to investigate grievance to its con-
clusion. .

o refer or provide information in response to ot by direction of
a court order, or where these is an indication of a violation or
potantial violation of law whether civil, criminal, or regulatory in
nature, to the appropriate sgency charged with the responsibility of
investigating or prosseuting such violation or charged with enforc-
izg or immplementing a statute or Jaw, regulation or order issued pur-
suant thereto.

Policies and. practices for storing, retrieving, accessing, retaining,

and disposing of records in the systemn: .
Storage: Paper.
Retrievability: By case number.
Salesuards: Materials are stored in combination lock safe; access
Kizited 1o OIG staff membr?. ;
1 nactive \cas,

Cenze
from date
[

Inspector General
Central Intelligence Azency
Washington, D.C. 20503.
Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their

£ transferred to Records °
“cords Center for<enyears
the OIG for% and |

Categories of individuals covered by the system: Employees.

Categories of records in the system: Records include name, vehi-
cle license number, office designation, location, and extension.

Authority for maintenance of the system: Section 506(a), Federal

~ Records Act of 1950 (44 U.S.C., Section 3101).

Federal Property Management Resulatin_n DT (GSA).

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Used by Agency em-
ployees responsible for allocation and control of parking spaces at
the Headquarters Building.

Policies and practices for storing, retrieving, accessing, retaiming, -

and disposing of records in the system:

Storage: Paper.

Retrievability: By name, vehiclé license number, assigned parking
space number and assigned reference number.

Safeguards: Stored in safes, vaults or secure area. Access limited
to staff employaes. .

Retention and disposal: Records marked void upon updating of in-
formation or upon cangllahgg of garkng permit. Files DesTey,
l.é].‘km( Qe h%l— < O CHTION

ystermn manager(s) and address:
Director, Office of Logistics  ovex @ y&anR,
Central Intelligence Agency el
Washington, D.C. 20505. :

Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their

* inquiries to:
o) ntelligence Agency

- Washington, D.C. 20505.

Indentification requirements are specified in the CIA rules
published in the Federal Register (32CFR 190L13). Individuals must
comply with these rules. .

dressed as indicated in the notification section above.

concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Employees.
CIA--17
System name: Vehicle Operators File. -
System location:

Central Intzlligence Agency
Washington, D.C. 20505.

. Categories of individvals covered by the system: Efnploy:cs. :

forms, scorz sheets for driver’s test, registers of permits issued and
records regarding accidents. Accident report records include police

- data and investigation reports in addition to information on vehicle

involved.
Authority tor mai
1947, as Amended—Public Law 80-253.

Law 81-110.

inquiries to:
jvacy Act Coordinator
Central Tnteligence Ageacy

Washington, D.C. 20505.
_ Idemtification requirements are specificd in the CIA nrules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules. P Request from individuals should be
zddrassed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agzncy’s
r=gulations for accass to iadividual records, for disputing the con-
tenis therzof, and for appealing an initial determination by CIA
corcerning access to or correction of records, are promulgated in
the CIA rules section of the Fzderal Register.

Record source calegories: Information obtained from complainant
and other employees when grievances are investigated.

CIA—16
System name: Parking Permit Files.
System location:

Section 506(2), Federal Records ‘Act of 1950 (44 U.S.C., Section
3101). . '
Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Used by  Agency em-

renewals. .

For review by CIA officials in accident cases.

A record from this system of records may
“sroutine use’ to a Federal, state or local agency maintaining civil,
criminal or other relevant enforcement information or other per~
tinent information, such as current licenses, if necessary to obtain
information relevant to any agency dacision concerning the hiring
or retention of an employee, the issuance of a security clearance,

benefit.

Policies and practices for storing, retrieving, sccessing, retaining,
and disposing of records in the system: .

[Tnformation and Privacy Coordindtorl|
) . A ]

e

/
y= 9

Closed cases involving litigation or those
establishing precedence of policy are permanent.
Closed routine cases are transferred to Records ° |
Center for 10 years and returned for review by
custodian for cases selected for further retention -
and inclusion with other permanent cases.
‘no longer needed are destroyed by pulping.
cards assume.disposition ‘of case files. . File : ; T
system logs for assigning case numbers are permanent. '

~
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Record access procedures: Request from individuals-should be ad- - :

Contesting record procedures: The Central Intelligence Agency's .
regulations for access to individual records, for disputing the con-
| tents thereof, and for appealing an initial determination by CIA

Categories of records in the system: Name, medical qualification

e of the system: National Security Act of ~ )

Central Intelligence Agency Act of 1949, as Amended~—Public .

ployees for issuing official U.S. Govemment driver's licenses and

be disclosed as a

the letting of a contract, or the issuance of a license, grant or other
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. Storage: Paper.

Retrievability: Individual name or driver's permit number.

Safeguards; Physically protected in a sscure area. Access is
limited to employees who have the need-to-know.

Retention and disposal: Destroyed by buming three years after
icense 15 no longer valid, Accident reports are destroyed six years
after case is closed.

Sysiem manager(s) and address:

Director, Office of Logistics
Ceatral Iniclligence Ageocy
Washingten, D.C. 20503,

Nutification procedure: Individuals secking to leamn if this system
of records conuins information about them should direct their
inguirics to:

PRIVACY ACT ISSUANCES |
Approved Foelease 2002/05/09 : CIA-RDP86- 0898

otification procedure vqaxlgoslé\%'ﬁam if this system

of records contains infdMhation about them should direct” their

inquides Lo - )
e Ea'vaiz;fﬂct Cgordiﬁalor ]
Central Intzlligence Agency
Washington, D.C. 20505. .
Identificaiion requirements are specified in the CIA rules
published in the Federul Register (32CFR 1901.13). Individuuls must
comply with these rules.

Record access procedures: Request from i.ndividu:lls should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for ascess to individual records, for disputing the con-
tents thereof, wnd for appealing an initial determination by CIA
concerning access to or correclion of records, are promulgated in
the CIA rudes section of the Federal Register.

Ceatral Intelligefice Agency

Washiagton, D.C. 2(505.

Tdentification requirements are specified in the CIA rules
pubiished in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules,

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above,

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thereof, and for appezaling an initial determination by CIA
coccarming access o or correchon of records, are promuigated in
the CLA rules section of the Federal Register.

Record source categories: Individual.

Agenay officials,

Federal, Siatz and local law enforcement agencies in cases when
employs= is involved in an auto accident. -

CiA—18
System name: Personal Property Claim Records.

System location:

Central Intelligence Agency . -~ .
Washington, D.C. 20505. : .- .

Categorizs ol individuals covered by the system: Employees and
former exmployees. o

Categories of records in the system: Claimant name, address, na-

ture and loss or damage to personal effects, including inventory of
items.

Authority for e of the syst
1947, as Amended—Public Law 80-233.

Central Iatellicence Agency Act of 1949, as Amended—Public
Law 81-110.

ge)cﬁon 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3ion.

Routine uses of records maintained in the system, including catego-

CE

National Security Act of

rizs of users and the purposss ol such uses: Claims Review Board -

determines amount of finaacial loss sustained by claimant.

Reimbursement for property loss.

A record from this system of records may be disclosed as a
*“routine nse’™ to a Federal, state or local agency maintaining civil,
eriminal or other relevant erforcement information or other per-
tinenat information, such as current licenses, if necessary to obtain
information relevant to an Ag=ncy decision concerning the hiring or
retention of an employee, the issuance of a security clearance, the
Jezting of & contract, or the issuance of a license, grant or other
berehit. )

Policies and practices for storing, retrieving, accessing, retaining,
aml disposing of records In the system:

Storage: Paper.

Retrievability: By name.

Saleguards: Tnformation is stored in safes or secure areas. Access
is limited 10 staff employees working on such cases.

Retention and disposal: Reconrds are destroyed by burning two
years after final action on case. .

System manager(s) and address:

Director, Office of Logistics
Central Intelligence Agency
Washington, D.C. 20303,

Record source categories: Individual concerned and various Agen-
cy staff elements involved in processing and adjudication of clums.’
CIA-—-19
Systen name: Equipment and Supplies Accountability Records

System location:

Central Intelligence Agency
Washington, D.C. 20503.

Categories of individuals cavered by the system: Employees.

Categories of records in the system: Nama, signature, office loca-
tion, telephone extension and item of government equipment on
loan or charged to the employae.

Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-233.

Ceatral Intelligence Agency Act of 1949, as Amended—Public
Law 81-110. .

Section 506(a), Federal Records Act of 1950-(44 U.S.C., Section
3101). .

Routine uses of records d in the system, including catepo~’
ries of users and the purpases of such uses: Used by Agency officials -
who control and account for government nonexpendable items.

A record from this system of records may be disclosed as a
syoutine use” to a Federal, state or local agency maiataining civil, -
criminal or other relevant enforcement information or other per-
tinent information, such as current licenses, if necessary to ablain
information relevant to an Agency decision concerning the hiring or
retention of an employee, the issuance of a security clearance, the
letting of a contract, or the issuance of a license, grant or other
benefit . 3

Policies and practices for storing, retrieving, accessing, retaining,
and disposing ol records in the system: - .

Storage: Paper. - ’

Retrievability: By name. ' Lo

Safeguards: Physically protected in secure areas. Only employees *
charged with the responsibility of controliing govemment property
have access. . : .

Retention and disposal: Signature card is returned to individual .
charged upon return of item. Record is destroyed by burning after
inventory adjustment to property records. o . o

System manaszer(s) and address: ' '

Director, Office of Logistics
Central Intelligence Agency
Washington, D.C. 20505. : . .

Notification procedure: Individuals seeking to leam if this system

of records contains information about them should direct their

inquiries to:
elligence Agency
Washington, D.C. 20505, . : .
Idenification requirements are specified in the CIA mules |
published in the Federal Register (32CFR 1901.13). Individuals must -
comply with these rules. - . -

Record access pre es: R t from individuals should be ad-

dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.
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Record source categorissiippironeckFofffiieat er2005/05/

_ axcountable property officers.

CLA—20
System name: Logistics Security Clearance Records.
System location:
Central Intelligence Agency
Washington. D.C. 20305,

- Catezories of individuuls covered by the system: Commercial con-
troctors and vendors, pecsons in the private sector associated with
the Azency, and individuals in other government agancies con-
tactad f{oc liaison purposes.

Categories of records in the system: Biographic data including
aame. address, position, and security clearance held.
Authority for maintenance ol the sy : National Security Act of

1947, as Amended—Public Law 80-233,

Cenual Intelligance Agency Act of 1949, as Amended—Public

La« R1-110. .

Section 506(a), Federpl Records Act of 1950 (44 U.S.C., Section

3100

Routine uses of records mnaintained in the system, including catego+

rizs of users and the purpuses of such uses: Used by staff employees

in conducting Agzocy business with the commercial sector and
liaizon with other government agencies.

Policies and practices for storing, retrieving, accessing, retaining,

2nd disposing of records in the system: .

Storage: Paper. .

Retrievability: By individual or company name.

Saleguards: Information stored in safes, vaulls or secure areas.

Aczess is limited to staff empioyees with the need-to-kaow.

Retention and disposal: Records destroyed upon expiration of

cleamance. Clearances may be revalidated three years after initial

fapproval. .

Systern manager(s) and address:
Director, Office of Logistics
Central Intelligence Agency
Washington, D.C. 20505. .

Notification procedure: Individuals sceking to learn if this system

of records contains information aboul them should direct their

inguiries to: . .
> EriatyAct Coordilyfor
entral Intelligence Agency :
Washington, D.C. 20505. o

I4antification requirements are specificd in the CIA' rules
pubiished in the Federal Register (32CFR 1901.13). Individuals must
conply with these rules.

Record access procedures: Request from individuals should be ad-
drassed us indicated in the notification section above. .

Contesting record procedures: The Central Intelligence Agency’s
r=zulations for access to individual records, for disputing the con-
[l t=nts thereof, and forsappealing an initial determination by CIA

concerning access o or correction of records, are promulgated in
2 CIA mules section of the Federal Register.

Record source categorles: Information obtained from individual
zoneerned and certification of clearance from Office of Security.

=T CIA=2}
System name: Privacy Act Requesters.
System location:
CentralMgtelligence Ag2ncy
Washingtoh, D.C. 20305. -
Categories of intHyiduals coversd by the 5{)&’:111: U.S. citizens and
aliens lawiully admitted for permanent residlence.
Categories -0 records in_the systemrFiles contain all correspon-
dznce and other documents. related to the receipt, processing and
fved by the Agency for information

-

ion and Privacy Coordinator7

- 'l;né;‘_grmat

|

final disposition of requests i<

tader the Privacy Act of 19747
Authority _for maintetiance of system: Privacy Act of

1973—Public Law 93-579. .
Routine uses pt'records maintained in the S

tem, including catego-

—
Sl U

T 5 were originajed
by ®nother Federal agency- /c
PoXcies and practices for storing, retrieving, accessing, retaining,
sing of records in the system:
Storage; Paper.
Retrievability: By name.
Safeguards\Files are stored in combination lock safe
on a need-to-knQw basis. B .
Retention and Wisposal: Records are retained for two years after
the case file is closgd. Records are destroyed by by,
System manager(s) qnd address:
nd Privacy Staff
Central Intelligence Wgency
Washington, D.C. 20083.
Notification procedure:
of records contains informal
inquiries to:
Privacy Act Coordinator
Central Intelligence Agency,
Washington, D.C. 20505.
Identification requirement:
published in the Federal R,
comply with these rules.
Record access procedyres: Request [rom indi
dressed as indicated jd the notification section abaye.

agencizs for their

* access is

jviduals ses¥ing to learn if this system
i bodt them should direct their

are spaxjfied in the CIA rules
1.13). Individuals must

Record source categories: U.S. citizens.
Alien(lawiully admitted for permane
CIA-=22
SysTeim name: Freedom of Information Act Requesters.
Rystem location: o . .
Central Intelligence Agency
Washington, D.C. 20505. ) B
Catedories of individuals covered by the system: [
nakes riguests to CIA under the Freedom of Informfati
Categorlgs of records in the system: Files contyim all correspon-
|dence and Wther documents related to the recejft, processing and
final disposilign of requests received by the Aggncy for information
under the Freedom of Information Act, 1974, /- o
Authority for Yyaintenance of the system: Efeedom of Information
Act of 1974 as Ankended. . .
Routine uses of rexords maintained in thf system, Including catego-
ries of users and the Jjurposes of such vzés: To provide information
for compiling reports Yequired under he Freedom of Information
Act. Information pertaiding to the rfquest or requester that sur-
faced as a result of a Freddom of Igformation Act request may be
referred to other Federal ajencies for their review pursuant to the
Frezdom of Information Act, ¥mended, when the records were
originated by another Federal agghcy. .
Policiss and practices for stofidg, retrieving, accessing, retainiug,
and disposing of records in the/systexp:
Storage: Paper.
* Retrievability: By mame.
Safeguards; Files are 3
on a need-to-know basig
Retention and dispgsal: ided for two years after |
the case file is closed. Records are destroyed by burning.

esidence

ored in combingtion lock safes; access is

dn procedure: Individuals seeking to leam il
% contains information about them should

ries of users afid the purposes of such uses: To provide information £ to: : : A -
for compilifg an anaual report ibeginning 30 April 136) for the Of- PAvacy Act Cocrdinator = - = L.
Fice of )(;nn;:g,emcnl and fudget as required by the Informa- catral Intelligence Agency System manager(s) and addresaz . ./

tion peftaining 10 th: requester surfaced as a result of 2 ivac 4 V.’;\shipto 220305, Chief, Information and Privacy Staft’
T @A—21 - - - Used by staff employees for reference | : Central Infelligence Agency - =
‘ : - ST T o formulating - responses o, _Washington, D.C.20505.. - . . .

. System nawer . . Pivacy Act, Freedom of Information | Notification procedures. ~~- - . =™

Acts Requesters,.

' Sratem locations .+ ." 0 770 U ggcumentation for referral to other Fed-

'\P Central Inteliigence Agency - ~.,-eral ageneies-for their review pursuant

TN Washington, D.C. 20503. . ;.- - | 1o Executive Order 11652, snd the Third |

‘ Categori dividuals covered by the |~Agency Rule; and, es.a source of. In~

;1-’)'\ g;;l::m(:f be m_ X im" L v -, formation for compiling reports required |:

p("l'_pi‘ Individuals who make requests to'CIA ' by the Acts, - - Teitges iRt e

) under provistons of the Privacy Act, the. Policies and practices for storing, retriev-
Freedom of Information Act, and Execu<. .-, ' ing, accessing, retaining, and dispos-
tive Order 11652, e L ingof f_gobrds in theeystemasd [ -

- | Categories of records in the systems
’j})' Files contain all correspondence and’|
other documents related to the receipt, .
processing, and final disposition of re-
/ |quests received by the Agency for.in=--.
y formution under the Privacy Act, the -~
) Freedom of Inforzmation Act,
tive Order 11652.

Authority for maintenance of the system:
Privacy Act of 1974—-Public Law 93—
579; Freedom of Informatlon Act of -

1974, a3 Amended; and, Executive Order ! -
11652, ™~ ¥ “le

Routine uses of r d i the !
system, ineluding categories of u.wnl
_ and the purpose of sach usess !

and Execu~

Privacy and Freedom ot'l’n;to}mation \ Act, and Executive Order 11652 requests,
; o - - and for reference
. under appesl and ltigation; to provide

Sporages* -
ol

< paper, elec
Retrievahilitys -
. By name, case number.
Safeguards: - TR T o
Paper files are stored In combination
lock safes; automatic data processing
index and log fles need coded identifler
for activation. Access on need to know
basis. " .- oL )
Retention and disposalz » ™"
" ¥rom the date of last entry,

eedomi

. ‘Approved For Relédse 208 . nt “to
pdroved For:Relédse 201 ém@mgmmggpom received pursuant “to " the

requests are desiroyed after flve years.
s are deatroyed by burning. | Ach 8nd Executive Order 11652

i1 processing cases .

‘| ~addressed as indicated .in

|

H

. =.- Individuals seeking to learn if thi
|- system, of records contains informatior
- :.obout them should direct their inquirie
Information snd Privscy Coordinator, Cen
- tral Intelligence Agency, Washington, D.C
.-20505, - . AR IR
. 'Identification requirements are speci
. fled in the CIA rules.published in. th
'FepERAL Rrcister (32 CFR 1901.13). In:
- dividuals must comply with these rules

Record adeess procedu.res: et
Request from individuals should b
the notifica:

) tion section above.
- C ting record p : ‘
! ‘The Central Intelligence Agericy's reg-
- ulations for access to individual records
" for disputing the contents thereof, anc
for appealing an initial determination by

- CIA concerning access to or correctlor

J .
est

.t af records, are promulgated-in the CILA

., rules section of the FEDERAL REGISTER.
! Record source categories: !

g

iR

Privacy Act, the Freedom of Informatior

. [ d -
TIPS Yo "7 1 K8 B9l . 12 _TT-Rv4X am ) -



Identification  requirementy pmwe¢iﬁg’| S
pubiished in the Fm?ernl chisPer (32CFR 190 In .vﬁmqgﬁ
comply with these rules.

Excord access procedures: Request from individuals should be ad-
dressed us indicated in the notification section above.

Contestiny record procedures: The Central Intellizence Agency's
regulations for ascess to individual records, for disputing the con-
o0t theraof. and for appealing an initial determination by CIA
conceming accesy to or correction of records, are promulgated in
the CIA rules ssction of the Federd Register.
Record seurce categories: Individuals,
Cla--23
System name: Polygraph Files.

System location:

Centeal Intellizance Agency
Washington, D.C. 20505.

Cautegories of individuals covered by the system: Applicants for
emsioyment, employ=ss, and certain individuals considered for as-
siznment to the Agancy.

Categories 08 yecords in the system: Polygraph report, charts, and
not=s. ’ :

Authority for maintenance of the system: National Security Act of
1937, as Ameaded—Public Law 80-253.

Czntral Intelligence Agency Act of 1949, as Amended—Public
L= 81-110. .

Exzcutive Order 10450,

Routine uses of records maintained in the system, including catego-
rizs of users und the purposes of such uses: Used by the Office of
Security to make detarminations of security eligibility for employ-
ment pursuant to Executive Ordar 10430,

Policies and practices for storing, retrieving, ing, retaining
apd disposing of records in the system:

Storage: Paper and tape cassettes.

Retrievability: By name.

Safeguards: Files are maintained in a vault; access is permitted
ozly while in the custody of polygraph staff members. .

Retention and disposal: Indefinite. Records are destroyed by
burning when they become inactive.

System manager(s) and address:
Dizzctor, Office of Security
Ceatral Intelligence Agency
Washington, D.C. 20505.
Notificution procedure: Individuels seeking to leam if this system
of records contins information about them should direct their
i~quirizs to:

<Ihgen
hingion, D.C. 20505. N
ication requirements are specified in the CIA rules
pubtlished in the Federal Register (32CFR 1901.13). Individuals must
coraply with these rules.

2ressed as indicated in the notification scction above.

regulations for access to individual records, for disputing the con-
tants thersof, and for appealing an initial determination by CLA
concerning access to or correction of records, are promulzated in
the CIA rules section of the Fzderal Register. .

Record source categories: The source of all information obtained
is from the polygraph interviews.

Systems exempted from certaln provisions of the act: Pursuant to
suthority granted in Section (j) of the” Act (5 U.8.C. 552a(3)), the
Director of Central Intellizence has determined to exempt poly-

vecords from all sections of the Act except 552a (b), (eX1)
2ad (2), ()(1), (2)(4) (A) throuzh (F), (X5, 6), (D, (9), (10), and
(11), and (i). These records are ex¢mpted to prevent access, ac-
countability, and judicial review of records which intimately reveal
2n Ageacy security method.

ClA—24
System name: Supplemental Personnel (Soft) Files.
Syster lncation:

Central Intellizence Agency
Washington, D.C. 20305,

&

~

Pl PR 2L el LI S Sttt - l
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Record access procedures; Request from individuals should be ad-

Contesting record procedures: The Central Intelligence Azency's

28-974

Wi 2 t : Current or former
@Wﬁ&mﬁmﬁﬁz—érwmch .
Categories of records ia the system: Memoranda of discussions,
working copies of personnel  and contract actions including
procedural checklists, performance appraisals, travel and shipping
orders. Information conceming conduct, training, special quadifica-
tions or restrictions, dependency and residence, emergency notifi-
cations, biographic data, Letters of Imstruction. Also, cables and
dispatches of administeative and  operational sigoilicance, and
photographs.

Authority for maint ce of the syst
1947, as Amended—Public Law 80-233.

Central Intellizence Agency Act of 1949, as Amended—Public
Law 81-110.

Section 506(a),
3101).

Routine uses of records maintained in the system, including cotenn-
ries of users und the purposes of such uses: Used a5 a supplement to
the officiul personnel folders by authorized operating officials to
facilitate and expedite processing or procedural requirements and
transactions of employees. * . :

Serves as a management tool for administrative and aperating of-
ficials for purposes of employee assignment, promotion, and career
development considerations and determinations.

To refer or provide information in response 1o or by direction of
a court order, or where there is an indication of a violation or
potential violation of law whether civil, criminal, or regulatory in
nature, to the appropriate agency charged with the responsibility of
investigating or prosecuting such violation or charged with enforc-
ing or implementing a statute or law, regulation or order issued pur-
suant thereto. : .

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system: . .

Storage: Paper, AND MAgGNETIC Disc. ) )

Retrievability: By name, oFFICE AwP &vD DATE OF AESIFUMENT

feguards: Files are ined in vaulted areas or approved .
metal filing cabinets; fi.l;;glease is on a contrg}}eg;l’oan basis to o
1 icls 2 T IR &
sporsed oflicls fes S TR AT E S ATIET R me
e N 4 TIFIER

: National Security Act of

Federal Records Act of 1950 (44 U.S.C., Section

etention disposal; ReTanaetheatis a2 sepin
& Agency when malgiial of soft file is.reviewed to detl
any duplicate™gcords which ar&o&
nal folder, and ensure filing of mate) ot
ropriate. )mAaSmMATIEL oal u <
g o L Dividual
M INanager(s) and audresss -
Chief, DDI ¥roagement-Staff Ao WiSTRATVNE STorF |
Central Intelligence Agency ST o
Washington, D.C, 20505. ~ - h S S
Notification procedure: Individuals seeking to learn if this system ~
of records contains information about them. should direct their

inquiries to:___-
cgggggsagsﬁ;;;
entral Intelligence Agency
Washington, D.C. 20505.
Identification requirements are specified in the CIA rules . :
published in the Federal Register (32CFR 1501.13). Individuals must C !
comply with these rules. . T
Record access procedures: Request from individuals should be ad
dressed as indicated in the notification section abave. :
Contesting record procedures: The Central Intelligence Agancy’s
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an jnitial determination by CIA
concerning access 1o or correction of records, are promulgated in
the CIA rules section of the Federal Register. -
Record source categories: Employee.

Career Service Panel.
Agency officials.  ~

53¢

» CIA—25 _
System name: Supplemental Personnel (Soft) Files. -
System location: : —_—
Central Intelligence Agency
Washington, D.C. 20503. o
Categories of individuals covered by the system: Current or former
staff or contract employees and detailed military personnel.

Agency,

paper.

Upon intra-Agency transfer,
~omponent personnel office.

Official Personnel Folder
. | Personnel; maintain remaining file 6 months
- : and destroy. -

completion of reassignment.

transfer file to gaining
Upon separation from -
transfer material for inclusion in

to Office of

Destruction is by pulping for
Magnetic discs are .erased.upon -
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Cat=gories of records in the system: Memoranda of discussions,
working copies of personnel and contract actions including
procedural checklists performance’ aporaisals, travel and shipping
orders. Information concerning conduct, training, special qualifica.
Lons or restictions, dependency and residence, emergency notifi-
cations. biographic data, Letters of Instruction, Also, cables and
dispatches of
photographs.

Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-233.

Cental Intelligence Agency Act of 1949, as Amended—Public
Law 81-110.

Section 506(a), Federal Records Act of 1930 (44 U.S.C., Section
3101). .

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Used as a supplement to
the official personnel folders by authorized operating officials to
facilitats and expedits processing or procedural requirements and
transastions of employees. :

Serves as a2 management tool for administrative and operating of-
ficials for purposes of employee assignment, promotion, and career
spmeat considerations and determinations.

Trs s=fer or provide information in response to or by direction of
a wourt order, or where there is an indication of a violation or
potential violation of law whether civil, criminal, or regulatory in
rature, to the appropriate ageacy charged with the responsibility of
javestigating or prosecuting such violation or charged with enforc-
ing or implementing a statute or law, regulation or order issued pur-
suant thereto.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing ol records in the system:

Storage: Paper and magnetic media.

Retrievability: By name. )

Safeguards: Files are maintained in vaulted areas or approved
metal filing cabinets; file release is on a controlled-loan basis to
2arthorized officials.

Retention and disposal: Retained one year after separation from
the Agzncy when material of soft file is reviewed to determine and
dastroy any duplicate records which are contained in the official
persoanel folder, and ensure filing of material in operational files,
2s appropriate. . -

Systern manager(s) and address:

Chief, Personnel Officer, DDS&T
Central Intelligence Agency
Washington, D.C. 20503.

Notification procedure: Individuals seeking to leamn if this system
of -=vords contains information about them should direct their
aquiries to: :

Entral Iatelligence Agsncy
Washington, D.C. 20505. '

Identificaion rtequirements are specified in the CIA yules
published in the Federal Register (32CI°R 1901.13). Individuals must
comply with these rules,

Record access procedures: Request from individuals should be ad-
dressed as indicatad in the notification section above.

Contesting tecord procedures: The Central Intelligence Agency's
r=gulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concering access to or corrzction of. records, are promulgated in
the CIA rules section of the Federal Register,

Record source categories: Employee.

Carzer Sarvice Panel.

Agency officials.

. C1A—-26
Systern name: Supplemental Personnel (Soft) Files.
System locativn:
Ceniral Intelligence Agency
Washinaton, D.C. 20503,

Categories of individuals covered by the system: Current or former
staff or contract employzes and detailed military personnel.

Categories of recorda In the systen: Memoranda of discussions,
working copies of puersonnel and contract actions including
procedural checklists, parformance appraisals, travel and shipping

Information and Privacy Coordinator t—

e et e 11

administrative and operational significance, and.

: - Approved Fo.elease 2002/05/09 : CIA- 0084l 100140064
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orders. Information concerning conduct, training, special qualifica- °
tions or restrctions, dependency and residence, emeryency notifi-

cations, biographic data, Letters of Instruction. Also, cables and
dispatches of administrative and operational significance, and
photographs.

Authority for maintenance of the system: National Sceurity Act of
1947, as Amended—Public Law 80-232,

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110. .

Section S06(a), Federal Records Act of 1950 (4 U.SC., Section
3101).

Routine uses of records maintained in the system, including eatego-
ries of nsers and the purposes of such uses: Used as a supplement to
the official personnel folders by authorized operating officials Lo
facilitatz and expedite processing or procedural requirements and
transactions of employees.

Serves as a management tool for qdministralive and operating of-
ficials for purposes of employee assignment, promotion, and career
development considerations and determinations.

To refer or provide information in response to or by direction of
a court order, or where there is an indication of a violation or
potential violation of law whether civil, criminal, or regulatory in.
nature, to the appropriate agency charged with the responsibility of
investigating or prosecuting such violation or charged with enfore-
ing or implementing a statute or Jaw, regulation or order issued pur-
suant therzto. .

Policies and practices for storing, retri g, T
and disposing of records in the system: . - . .

Storage: Paper and magnetic media. . )

Retrievability: By name, . ’ .

Safeguards:
metal filing cabinets;
authorized officials.

Retention and disposal: Retained ong year after separation
the Agency when material of soft file is reviewad to determine and
destroy any duplicate records which are contained in the official
personael folder, and ensure filing -of material in oparational files,
as appropriate. . T [ i

Systern manager(s) and address:

Career Management Officer/DDA
Central Intelligence Agency
Washington, D.C. 20505. ) - .

Notification procedure: Individuals seeking to learn if this system

of records contains information about them should direct their

\%riv_)_(:ﬁécl Cosgrdigator

entral Intelligence Agency

Washington, D.C. 20505. oo ) :
Identification requirements are specified in the CIA rules

published in the Federal Register (32CFR 1901.13). Individuals must

comply with these rules.

£l = . .

file release is on a controlled-loan basis Lo

Files are maintained in vaulted areas or approved -

from

Record access procedures: Request from individuals should be ad- .

dressed as indicated in the notification section abave,

Contesting record procedures: The Central Intelligence Agency's‘

regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or carrection. of records, are promulgated in
the C14 rules section of the Federal Register.

Record source categories: Employee.

Career Service Panel. ’

Agency officials. E .
CIA--27 ' :
System name: Supplemental Personnel (Soft) Files.

System location: .. . E

Central Intelligence Agency
Washington, D.C. 20505.

Categorles ‘of individuals covered by the system: Current or former
stalf or contract employees and detailed military personnel.,

Categories of records in the system: Memoranda of discussions,
working copies of personnel and contract actions including
procedural checklists, performance appraisals, travel and shipping
orders. Information concerning conduct, training, special qualifica-
tions or restrictions, dependency and r 1ce, emergency notifi-
cations, biographic data, Letters of Instruction. Also, cablss and

~ Approved For Release 2002/05/09 : CIA-RDP86-00895R000100140004-;")‘_
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dispatches of administrative and operational significance, and Central Intelligence Agency Act of 1949, as Amended—Public
photographs. Law $1-110. ..
Authority for maint of the system: National Security Act of Section 506(a), Federal Records Act of 1950 (44 Y.S.C., Section
1947, as Amended—Public Law §0-233. : 3101). 3 . )
Central Intelligence Agency Act of 1949, as Amended—Public Routine uses of records maintained in the system, including catezo-

Law $1-110. ries of users and the purposes of such uses: sed as a supplement to
Saction S06{a), Federal Records Act of 1950 (44 U.S.C., Section the official personnel folders by authorized operating officiuls to
3101). facilitate and expedite processing or procedural requirements and

Routioe uses of records maintained in the system, including catego- transactions of employees.

riex #f nsers and the purpeses of such uses: Used as a supplement to  Servesasa management too! for administrative and operating of-
the i1l personnel folders by authorized operating officials to ficials for purposes of employee assignment, promotion, and career *
fas: and egpedite processing or proczdural requirements and development considerations and determinations. .
trapsaviwns of employees. To refer or provide information ia response to or by direction of

a court order, or where there is an indicaliot{l}l of a violation or
2 X rLoreet, n Indicans oy o
icials £ oses of e s - . potential violation of law whether civil, criminal, or reguitory

ficials for purposes of empluyce assignment. promotion, and carser nature, to the appropriate agency charged with the respansibility of

¥ ] H 0N - - B
dev=lopmnent considerations and determinations. . A b iolati h ith enf
£ rovide information in re! 5 irecti invesligating or proseculing such violation or charged with enforc-
To refer or p e information in response to or by direction of T eating a slatuie or law, regulation or Srder issued pur-

Sarves as a managemeat tool for administrative and operating of-

a court order, or where there is an indication of a violation or ing or imp

poiential violation of Jaw whether civil, caminal, or regulatory in suant thezeto. . B - - .
nature, to the appropriate agency charged with the responsibility of Policies and praetices for storing, retrieving, accessing, retaining,
investigating or prosecuting such violation or charged with enforc- and disposing of records in the system:

inz or implementing a statute or law, regulation or order issued pur- Storage: Paper.

5“‘”""_“.“’-“‘"- X Lt L. . . Retrievability: By name.
- ﬁ"éﬁ"‘ﬁ_."“d f’““"c;: .f"“'hs"’""g' retrieving, accessing, retaining, Saleguards: Files are maintained in vaulted areas or approved
and disposing of records in the system: metal filing cabinets; file release is on a controlled-loan basis to

torage: Paper. authorized officials.

q . N
Retention and disposal:y/ Relained one year after separation {rom

the Agency when mal of Soit file is reviewed tndgtermine and
destroy anyuplicate recordy”which are contained #h, the official
‘ofer, and ensure/filing of material in rational files,

Retrievability: By name.
Safeguards: Files are maintained in vaulted areas or approved
matal filing cabinets; file release is on a controlled-loan basis to
authorized officials.

after separation from
the Agency when material of soft filg is JeViewed to Jdetermine and
destroy any“gplicate records whicl{ afe\contained in the official
personnel fofddr, and ensure filing of matexjal in operational files, _
.Aas appropriate, Washington, D.C. 20505. o :
System manager(s) and address: ) ’ Notification procedure: Individuals seeking to leam if this system
Chief, Services-Staft;-DRO Caraee. ManagauenrSiarst DO, of records contains information about them should divect their .

System manager(s) and address:

Administrative Officer, Office of the DCI
Central Intelligence Agency

Central Intelligence Agency. inquiries to: :
Washington, D.C. 20505. o ‘——w
Noiification procedure: Individuals seeking to learn if this system entral Intelligen gency: 3
of racords contains information about them should direct their Washington, D.C, 20503. - : )
ioquinies 10 . Identification requirements are specified in the CTA rules

&é’ﬂ_ﬁ% AEe-Cbrdinator » published in the Federal Register (32CFR 1901.13). Individuals must
eatzal Intelligence Ageucy comply with these rules. .

Washington, D.C. 20505. Record access procedures: Request from individuals should be ad- ’

Iteatification requirements are specified in the CIA rules | dressed as indicated in the notification section above.
putiished in the Federal Register 32CFR 1901.13). Individuals aust | Contesting vecord procedures: The Central Intelligence Agency’s
cozply with these rules,  regulations for access to individual records, for disputing the con-
Revord access procedures: Request from individuals should be ad- | tents thereof, and for appealing an initial determination by CIA
dressad as indicated in the potification section above. conceming access to or correction of records, are promulgated in -
Contesting record procedures: The Ceateal Intelligence Agency's p the CIA rules section of the Federal Register.
regulations for access to individual records, for disputing the con- Record source categories: Employee.
tents thereof, and for appealing an initial determination by CIA Career Service Panel. - - . T
concerming access to or correction of records, are promulgated in Agency officials. S T

the CIA rules section of the Federal Regisler. {3 !
Record source categories: Employee. CIA—-29
Career Service Panel. System name: Manpower Control System.
Agency officials. - ) E System location: :
CIA--28 Central Intelligence Agency
Washington, D.C. 20505.

System name: Supplemental Personnel (5‘_"‘){0 Files. Categories of individuals covered by the system: Current and .

System location: former Azency personnal and military or civilian petsonnel on
Ceatral Intclligeace Agzncy : detail to the Agency. : ) .
Washington, D.C. 20503. Contract employees since January 1969.

Categories of individnals covered by the system: Current or former Applicants in process for employment for whom clearance has

staff or contract employees and detailed military personnzl. been requested. . .

Categories of records In the system: Memoranda of discussions, Recipients of Agency awards. - . . )
working copies of personnel and contract actions including Participants, and beneficiaries designated by deceased employees
procedural checklists, performance appraisals, travel and shipping who were participants, in the Agency’s retirement system and
orders. Information concerning conduct, training, special qualifica- Voluntary Investment Plan. .
tivns or restrictions, depenilency and residence, emergency notifi- Categories of records in the system: Data on employment history,
cations, biographic data, Letters of Instruction. Also, cables znd fitness reports, qualifications and skills, insurance and medical
dispatches of administrative and operational significance, and benefits, retirement status, Voluntary Investment Plan accounts,
photographs. emergency designees, home and work addresses, Agency awards,

Authority for maintenance of the systemn: National Security Act of military reserve data, cases in process for employmeat, ceilings,
1947, as Amended—)b:li: Law 80-233. 7 position and staffing patterns.

b — 4
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Upon intra-Agency transfer, transfer file to gaining
component personnel office. Upon separation from the
Agency, maintain in Division for 2 years then transfer
material for inclusion in Official Personnel Foldexr

to Office of Personnel; hold remaining file 6 months and
destroy. Destruction is by pulping. ' ‘

After intra-Agency transfer, resignation, or retirement, |
screen folder immediately transferring items that should
be filed in the Official Personnel file, operational
items to appropriate operating files, and process the
remaining material as follows: Intra-Agency transfer--
forward file to gaining office; retirement from Agency--
: hold retirement cases 18 months and destroy; and,
Approved E9rReledsmn200261/09z <3 ARDRESIGD8ERAN1AG T4PA04Es5es 1 year
L .. ..and destroy. S




Authority for maintenance of the system: National Security Act of
1927, 25 Amended—Public Law 80-253.

Cenural Intelligence Agency Act of 1949, as Amended—Public
Law S1-110.

Gecton 506(a), Federal Records Act of 1950 (44 US.C,, Section
3l
~ Cewmnl Intelligence Ageacy Retirement Act of 1964 for Certain
Emz . v Amended—Public Law 83-643.

Routine uses of records maintained in the system, including catego-
Fies of users and the purposes of such uses: To provide statistical re-
pocs for CIA management on strength, distribution and utilization
of msupower. average prades and salarics, minorities, projected
irements, peofiles of Agency skills and qualifications, compara-
tive mics on promotions, separations, new employees, reasons for
scpurations,

To provide rosters and statistics for heads of Career Services to
assist them in administering their career development and evalua-
tion programs, including promaotion rates and headroom, fitness re-
port ratings, qualifications, changes in their Career Services.

To provide staffing palterns, grade and salary data for office
h=ads required for staffing and budgsat projections.

To provide salary, leave, benefits and entitlements for the payroll
System. .

To provide rosters and statistics for componznts within the Of-
fize of Personnal responsible for administering recruitment,
hospitalization, insurance, retirement, and Voluniezer Investment
Programs.

To provide records of employees entering on duty and employee
szparations and current status tapes or rosters to Agesocy com-
poneats of concem.

To provide statements of accounts to-employees.

Policies and practices for storing, retrieving, accessing, retaining,
and dispasing of records in the system:

Storage: Magnetic tape and disk.

Retrievability: By name, employee number, organization code,
social security number, or position pumber.

Safenuards: Tzpes and Jdisks are maintained in a special roomina

vaulied area with access only by special badge. All tapes are under
control of a tape librarian. Each tape has a “‘security” profile
which the requester of the tape must match. All requests for recur-
iag Or special reports must be approved by the Chiéf of the
Satistical Reporting Branch or his authorized designee. Data is
relzased only as related to personnel under the requester's direct
supervision and control or to individuals responsible for administer-
iz a particular Ageacy program. On-line query to the system is
120 10 personnel responsible for the maintenance, update, and
saration of input dala to the system and to employess in the -
taiistical Reporting Branch by controlled password. .
) ion and disposal: Per t retention of subsystems cur-
reatly in operation. When system is fully operational, a recon
schedule, including disposal, will be implemented. . .

System manager(s) and address:

Director, Office of Personnel
Central Intelligence Agency
‘Washington, D.C. 20305,

Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their
inquides_to:

P Approved #o.ﬁé&’gé“)ob‘%wﬁ?’ﬁoéﬁéﬂﬁé-ools 00100140004-5
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Central Intelligence Agcncy
Washington, D.C. 20505. .

Categories of indjviduals covered by the system: Persons who
apply for employment with CIA.

Categories of records in the system: _Personal. quicn\ and cm-
ployment history statements, educational truascripts, personal
referenves, interview reports, test results, correspondence, photo-
graphs, review comments, and processing records.

Authority for maintenance of the system: Central Intelligence:
Agency Act of 1949, as Amended~Public Law 8110

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Scction
310i).

National Security Act of 1947, As Amended—Public Law 80-253.

Ruutine uses of records maintained in the system, including categd-
ries of users and the purposes of such uses: Used to review appli-
cant's qualifications for CIA position; for security background in-
vestization; and for medical screening for determination by
authorized Agency official to offer employment.

A record from this system of records may be disclosed as a
“routine use™ to a Federal, state of local agency maintaining civil,
criminal or other televant enforcement information or other per-
tinent information, such as current Jicenses, if necessary to obtain -
information relevant to an Agency decision concerning the hiring or
retention of an employes, the issuance of a security clearance, the
letting of a contract, or the issuance of a license, grant or other
benfit

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in tha system: ERAE

Storage: Paper end-microftm————"——

Retrievability: By name.

Safesuards: Approved containers or
use—controlled Joans to authorized officials.
Retention and disposal: Applicant files placed in process for em-

ployment but subsequently cancelled are retained up to two years
and destroyed by burning. Files-on applicants who may be of in- -
terast at a later date are retained indefinitely. .
System manager(s) and address: : '
Director, Office of Personnel
Central Intelligence Agency
Washington, D.C. 20503. .

Notification procedure: Individuals seeking to leam if this system

of records contains information about them should direct their

inquiries to;
—€privecfact Conagtor
Central Intelligence Agency
Washiagton, D.C. 20505.
Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1501.13). Tndividuals must
comply with these rules, :

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

area when not in

regulations for access to individual records, for disputing the con-~
teats thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register. : . :

—_—
e
Centfal Intelligence Azency
Washington, D.C. 20303.

Identification requirements are specified in the CIA rules
published in the Federa) Register (32CER 190L3). Individuals must
comply with these rules. .

Record access procedures: R=quest from jndividuals should be ad-
dressed as indicated in the notification section above.

Contesling record procedures: The Central Intelligence Agency’s
ragulations for access to individual records, for disputing the con-
terts ther=of, and for appealing an initial determination by CIA
concerning 2ccess 10 or corrzction of records, are promulgated in
the CLA rules section of the Faderal Register.

Record source calegoriest Applicants, employees and parent
Federal agency of detuilee.

C1A—30
Systemn name: Applivant Files.
Systemn Tocation:

Record source categories: Applicant,
Educational institutions.
Physicians.
Letters of Reference.
Agency officials.
Federal agencies. -
CIA—31 .
System name: Current Employces and Former Employees (official
Personnel files and records related therzto). : =
Systern location:

Central Intelligence Agency
Washington, D.C. 20505. S
Categories of individuals covered by the systen: Current or former
staff or contract employees and detailed military and civilian per- .
sonpel, and current and former members of Advisory Groups.
Categories of records in the system: Personal and employment his-
tory statements, personnel actions, fitness reports, commendations,

’Information

and Privacy Coordinator
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biographic profile. retirement status, training, emergency/casualty
cases, awards, travel arrangements, medical and insurance claims,
comrespondencs, gualification registers, photographs, and informa-
tion relating to the suitability and fitness of the individual, com-

Taints and erievances, external employment assistance, Voluntary
nvestment Pluns, financial and educational assistance, recreation
programs, exit processing, United Givers and Savings Bongd, blood
donors.

Authority for maintenance of the system: National Security Act of
1947, as Ameaded—Public Law 80-233.

Caniral Intelligance Agancy Act of 1949, as Amended—Public
Law 51-110.

Centnl Inteliigence Agency Retirement Act of 1964 for Certain
Emplovees, as Amended—Public Law 83-643.

S=ction 506{a), Federal Records Act of 1950 (44 U.S.C., Section
3101) ’

R X .
Routine uses of records maintainad in the system, including catego-

ries of users and the purjnses of such uses: To administer personnel
assignmenis, performance evaluations, promotions, adverse ac-

_ tons, counseling, retirement determinations of qualifications,
separations, medical or insurance clims, statistical reports, and
otherwise make decisions on the rights, benefits or entitlements,
2nd yuiizations of tndividuals.

To prepare transcripts in response to a request from another
governmant agency relative to employment counsiderations by that
agency. Employmeat and credit verifications. To update the Agen-
cy Qualifications Record System. To refer or provide information
in rasponse to or by direction of court order or where there is an
indication of a violation or potential violation of law whether civil,
criminal, or regulatory in nature to the appropriate agency charged
with the responsibility of investigating or prosecuting such violation
or charged with enforcing or implementing the statute ot rule, regu-
1ation, or order issued pursuant thereto.

To provide a data source for production of summary descriptive
statistics and analytical studies in support of the function for which

the records are collected and maintained, or for related personnel

managemeant functions or manpower studies; or to locate specific
individuals for personnel research or other per 1 t

. i - Approved Fo‘v leasé 2002/05/09 : CIA-RDP86-003%4 -
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tents thereof, and for appealing an initial determination by CIA

concerning access to or correction of records, are promulgated in

the CIA rules section of the Federal Register.

Record source categories: Other government agencies.

Educational iastitutions.

Employee. '

Agency offizials.

CIA-—-32

System name: Consuliant and Independent Contractor Records.

System location: )

Centeal Intelligence Agency
Washington, D.C. 20505.

Categories of individuals covered by the system: Consultants and
independznt contractors who are generally self-employed and wha
are engaged under contract to provide techaical, management and
scientific advice and services to the Agency.

Categories of records in the system: Performance evaluations, ad-
ministrative documents on compensation and benefit commitments, .-
termination agreements and correspondence, biographic data, ap-
pointment or contract data. . .

Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-253.

Central Intelligence Agency Act of 1949, as Amended—Public’

. Law 81-110.
Section 506(a), Federal Records Act of 1950 (44 U.S8.C., Section
3101). - . .

Routine usés of records maintained in the system, including catego-
ries of users and the purposes of such uses: To administer contrac-
tual provisions—benefits, compensation, transportation, termina-~
tion; performance evaluation, references, and to otherwize make
decisions on the rights, benefits or entitlements and utilizations of
the individual. .

As a source for managerial statistical and analytical studies, and
other related personnel management functions or manpower stu-
dies. '

A record from this system

of records may be disclosed as a )

functions. . o

To respond to. inquiries from attomeys and insurance
relative to litigation of an accident claim.

A rzcord from this system of records may be disclosed as a
“routine use”” to 2 Federal, state or Jocal agency maintaining civil,
criminal or other relevant enforcement information or other per-
ginent information, such as -current licenses, if necessary to obtain
information relevant to an Azency decision concerning the kirving or
retention of an employee, the issuance of a security clearance, the
letting of a contract, or the issuance of a license, grant or other
beaefit. L

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Paper and microfilm.

Retrievability: By nane,

Safeguards: Files are maintained in vaulted areas or approved
metal filing cabinets; file release is on a controlled-loan basis to
authorized officials.

Retention and dispesal: Agency portion of the official file is
destroyed by burning 75 years after birth of employee or 60 years
after date of earliest document.

System manager(s) and address:

Director, Office of Personnel
Central Intelligence Agency
Washington, D.C. 20505.

Notification procedure: Individuals seeking to leamn if this system
of records contains information about them should direct their
inquides to:

companies

Act Ctbﬂ{inator
entral Intzlilgence Ajiency
Washington, D.C. 20503,

Tdentification  requirernents are specified in the CIA mules
published io the Federal Register (32CFR 1901.13). Individuals must
comply with these niles.

Record access procedires: Request from individuals should be ad-
drassad as indicated in the notification section above.

Contesting record ju covdures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-

{Information and Privacy Coordinatog-"
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Records are destroyed by pulping ;75 years'.after birth
0 years after date of earliest

of individual or 6
document. ’

*routinz use” to a Federal, state or local agency maintaining civil, ' -~ -

eriminal or other relevant enforcement information. or other per-
tinent information, such as current licenses, if necessary to obtain
information relevant to an Agency decision concerning the hiring or
retention of an employee, the issuance of a security clearance, the
letting of a contract, or the issuance of a license, grant or other
benefit. - : ‘ )
Policies and practices for storing, retrieving, accessing, retaining, . ’
and disposing of records in the system: .
Storage: Paper and microfilm. - : ’
Retrievability: By name. S . .
Safeguards: Files are maintainéd in vaulted areas or approved
metal filing cabinets; file release is on a controlled-loan basis to
authorized officials, maintained during active employment and
retained after separation in accordance with established record
disposal schedules. 5
Retention and disposal;

ystem manager(s) and address:
Director, Office of Personnel
Central Intelligence Agency
‘Washington, D.C. 20505. . .
Notification procedure: Individuals seeking to leamn if this system
. of records contains information about them should direct their
inquiries to: B . -

oA ;
entral Intelligence Agency L Lol
Washington, D.C. 20503. - .

Identification requirements are 'specified in the CIA rules -
published in the Federal Register (32CFR 190L13). Individuals must -
comply with these rules.

Record access procedures: Request from individuals sheuld be ad- .
dressed as indicated in the notification section above. '

regulations for access to individual records, for dis_puling the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Individual.

- &

etathed foy/75 ydars and thin destroyg d‘(- .
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- CIA—33
System name: Prospective Contributors for the Collection of
Foreizn Intelligence.
System location:
Central Intellizence Agancy

© Washington, D.C. 20505.

Categories ol individuals covered by the system: Individuals who
voluntarily indicats a willingness to contribute to Foreign Intel-
ligznce. -

Categories of records in the system: Psychological assessment
data,

Authority for maintenance ol the system: National Security Act of
1927, as Amended—Public Law 80-253.

Centra] Intelligence Agency Act of 1949, as Amended—Public
Law 81-110. |

Saction 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101). [

Routine uses of records muintained in the system, including catego-
¥izs of users and the purposes of such uses: Agency officials use the
psychological assessment data to assist them in reaching a decision
concarning aa affiliation with the Agancy.

Policias and peactices for stoving, retrieving, accessing, retaining,
and disposing of records in the system: :

Storage: Paper form; converted to microfilm after two years.

Retrizvability: By name.

Safeguurds; Files are storzd in security approved containers. Ac-
cess is on a need-to-know basis.

Petention and disposal: Files are mai d for two years then
microfilmed. Files are destroyed by bumning after microfilming.

Systemn manager(s) and address:

Dirsctor, Office of Technical Service
Central Intelligence Agency
Washington, D.C. 20505.

Notification procedure: Individuals seeking to learn if this system

ins infurmation about them should dirset their

of records contains

inquiries to; -
Central Intelligznce Agency
Washington, D.C. 20503, .

Idanification requiremeats are specified in the CIA nules
pubtliseed in the Federal Register (32CFR 1901.13). Individuals must
cogmply with these rules. -

_ Racord access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's

" regutations for access to individual records, for disputing the ¢on-
t=ats thereof, and for appealing an initial determination by CIA
conceming access to or correcton of records, are promulgated in
taz CLA rules section of the Federal Register.

Record sovrce categories: Individuals and Agency officials.
. CIA-—34
System name: Clinical and Psychiatric Files {Employees).
System location: )
Cent=il Imelligence Azency
Washingion, D.C. 20505.

Categorics of individuals covered by the system: CIA employees
2nd their dependents; military and Federal civilian employees to
C1A datailees and their dependents: and retired or separated em-
ployees and their depzadents.

Catezories of records In the system: Contains all physical examina-
tions, lahuratory data, X-rays, private physigian reports, reports of
on-the-jo= injuries and illnesses; results of psychiatric screening
znd tasting: reports of psychiatric interviews; records of immuniza-
tons, and related medical material.

Authority for maintenance of the system: National Security Act of
1947, 25 Amended—Public Law §0-253.

Central Inteliigence Agency Act of 1949, as Amended—Public
Law §1-110. .

Section 506(a), Federal Records Act of 1950 (44 1U.S.C., Section

3101).
Title 5, U.S.C., Seation 7901

223

Routiae uses of records maintained in the system, including cateno~
bi@ﬁmdyﬁfnhy personnel for
i - As-for-duty, health

ng applications for medical disability

mainteaance and in review:
retirement.

By the Civil Service Commission in the cass of an employee
under that system who applied for medical disability.

By the Office of Workers' Compensation Programs, Department
of Labor. in the case of an employee who applies for its compensa-
ton. .

To provide information to Federal agencies for employces who
are beaing assizned or detaited to those agencies.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Files are maintained in paper form filed in an identifying
jacket. Certain information—melical history, laboratory and assign-
ment data—are contained on magnetic tape and punch cards. Prin-
touts from the automated data processing are filed in the subject’s
medical file. v

Retrievahility: Access is by a file identification number which is,
in tuen, cross referenced to a name. .

Safeguards: Files are stored in vaunlted main file room. During
periods when files are undergoing active Qroccssing they are

szcurad in locked safes. Unauthorized entry into the vaulted file .

room is controlled via an alacrm system. Access to compuler infor-
mation is controlled by limiting the nurber of medical personnel
approvad for such access by an identifying password. Access Lo the
main vault file room, locked safes and the Agency Records Center
is controlled by limiting the number of personnel authorized such
access. } .
Retention and disposal: Files are retained until such time as the
employee retires or separates from the Agency—at which time,
they are retired to the Ageacy Records Center. To meet statutory
requirements, they are_then retained for a period of 75 years from
date of birth. Destruction of records will be accomplished through
burning. Magnetic tapes are degaussed.
System manager(s) and address:
Director, Office of Medical Services
Central Intelligence Agency .
Washington, D.C. 20505. . ’

Notitication procedure: Individuals secking to learn if this .sy!ilc;nv PEREE

of records contains information about them should direct their

inquities to: _
Privi€y Act Coerdinator
entral Intelligence Agency
Washington, D.C. 20505. ' -
Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules. - .
Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification secilon above.

Contesting record procedures: The Central Intelligence Agency's -

regulations for access to individual records, for disputing the con-
tents therzof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated jn
the CIA rules section of the Federal Register. - -

Record source categories: The individual supplics his/her medical

history and additional information is developed through routine
medical processing. . -
Reports from private physicians andfor medical facilities when
permission is granted by the individual concerned.
CIA-—-35 .
System name: Clinical and Psychiatric Files (Applicants).
System location: ' ’

Central Intelligence Agency o
Washington, D.C. 20503. . :

Categories of individuals covered by the sysfem: Applicants for .

Agency Employment.

Categories of records in the system: Contains all physical examina-
tions, laboratory data, X-rays, private physician reports, reports of
previous on-the-job injuries and illnesses, results of psychiatric
screening and testing, repoits of psychiatric interviews, records of
immunizations, and related medical material. .

Authority for maintenance of the systera: National Security Act of

1947, as Amended—Public Law §0-253. )

- 974
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Central Intelligence Agency Act of 1949, as Amended—Public

Law 81-110.
Section 506(a), Federal Records Act of 1950 (4 U.S.C., Section

3101).

Title 5, U.S.C., Section 7501,

Routine usss of records maintained in the system, including catego-
¥izs of users und the purposes of such uses: Used by Office of Medi-
cal Services to evaluate the medical suitability of applicants for em-
ployment.

Policies und practices for storing, retrieving, accessing, vetaining,
and disposing of records in the system:

Stornge: Paper and X-ray film.

Retrievability: By nane.

Safeguards: Files are stored in_vaulted main file room. During
periods when files are undergoing active processing they are
secured in locked safes. Unauthorized entry into the vaulted file
rovm is_controlled by an alarm system. Access to computer infor-
mation i5 controlled by limiting the number of medical personnel
approved for such access by an identifying password. Access to the
rmzin vault file room, locked safes and the Agency Record Center is
controlled by limiting the number of personnel authorized such ac-
cess.

Retention and disposal: Successful applicant files are converted to
employee files. Files are retained until such time as the employee
retives or separates from the Agancy—at which time, they are then
retired to the Agency Record Center. To meet statutory require-
mants, they are then retained for a period of 75 years from date of
birth. Destruction of records is accomplished through buming. Ap-
plicant files not processed are retained for a period of two years;
records are then destroyed by buming.

System manager(s) and address:

Director, Office of Medical Services

Central Intelligence Agency

Washington, D.C. 20305. .
. Notification procedure: Individuals seeking to learn if this system
" of racords contains infurmation about them should direct their

inquiries to:
“~Cantrar InteNizence Agency
‘Washington, D.C. 20505. ~

Identification requirements are specified in the CIA rules
pubiished in the Federal Register 32CFR 1901,13). Individuals must
comply with these rules,

Record access procedures: Request from individuals should be ad-
dressed as indicaied in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by ClA
concerning access to or correction of records, are promulgated in
thz CIA rules saction of the Federal Register.

Record source categdries: The individual supplies his/her medical

history and additional information is developed through routine -

medival processing. Reports from private physicians and/or medical
facilities when wntten permission is graoted by the individual con-
cened. .
CIA—36
System name: Medical Facilitics and Physicians.
System location: -

Central Intelligence Azency

Washington, D.C. 20505. ]

Categories of individuals covered by the system: Lists of medical
facilities and names of physicians in’the Metropolitian Washington
area.

Categories of records in the system: Name, business address, and
phone numbers of physicians and medical facilities.

Autherity for mai aunce of the syst National Security Act of
1947, as Amended—Pvblic Law 80-253.

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110.

Section 506(a), Federal Records Act of 1950 (44 US.C,, Scction

3101).
Title 5, U.S.C., Section 7901.
Routine uses of recorily maintained in the system, including catego-
ries of users and the puiposes of such uses: To provide information
. to employees upon reypst for external medical referral.

PRIVACY ACT ISSUANCES : - . 7
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Policies and practices storing, retrieving, actessing, retaining,
and disposing of records in the system: .
Storage: Paper.
Retrievability: By name, facility, and medical specialty.
Sufeguards: Maintained in locked file cabinets. Access on a need- -
to-know basis.
Retention and disposal: Lists are continuously maintained. When
updated, old lists are destroyed by burning. :
System manager(s) and address: .
Director, Office of Medical Services
Central Intelligence Ageucy
Washington, D.C. 20505.
Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their

inquiries to:
jvac t Coordindtor
Central Intelligence Agency

Washington, D.C. 20505. . )

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules. Request from individuals should be ad-
dressed as indicated in the notification section above. )

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thersof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register. .

Record source categories; Agency physicians apd contract medical
personnel. .

) CIA—37
System name: Psychological Test Data Files.
Systemn location: )
Ceatral Intelligence Agency T
Washington, D.C. 20505. s . .

Categories of individuals covered by the system: Applicants, CIA
employees and dependents, detailees and dependents, retired or -
separated employees and dependents. : :

Categories of records in the system: Resulis of psychological test-
ing and assessment reports. ) :

Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-253. . -

Central Intelligence Agency Act of 1949, as Amended—FPublic
Law 81-110. : . -
Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section.

3101). . o .
Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: In the case of em- .
ployees, dependents and detailees, to determine the individual's

skills and aptitudes and suitability for a particolar assignment or. ..

training as distinct from his general suitability for employmeat
(psychiatric screening)- : -
Data developed to validate new tests and techniques as part of

" on-going research efforts.

___* Information

1

To prepare reports which summarize test results and to assist
Agency officials in selection of candidates for employment and
career managerent planning for employees.

Policies and practices for storing, vetrieving, accessing, retaining.' o

and disposing of records in the system:
Storage: Paper, microfilm, magnetic tape and punch cards.
Retrievability: By name. - - - -
Safeguards: Medical files are stored in vaulted main file room. .

During periods when files are widlergoing active processing they are

secured in locked safes. Access to computer imformation is con- - -

trolled by limiting the number of medical personnel approved for
such access by an identifying password. Access to the main vault
file room, locked safes and the Agency Records Center is con-
trolled by limiting the number of personnel authorized such access. *
Retention and disposal: Files on employees, dependents and
detailees are retained in Headquarters until retirement or separation
at which time they are retired to the Agency Records Center,
where they are retained 30 years and then destroyed by the
Records Center by burning. Successful applicants’ files are trested
the same as employees. Unsuccessful applicant files are retained
for a period of five years and then destroyed by burning.

2938-974

and Privacy Coordinator




Sy-stem manazer(s) and sdmroved Fo

Director, Gifice of Medical Services
" Central Inteliigence Agency
Washington. D.C. 20503.
Notification procedure; Individuals seeking to learn if this system
of records contains information about them should direct their
inquiries to; ’

CENTRAL INTELLIGENCE AGENCY
lease 2002/05/09 :GHA-RPRA

Sence Agency
»a, D.C. 20503,
requirements are specified in the CIA rules

put
cmply with these rules.

Kevord access procedures: Request from individuals should be ad-
dress=d a5 indicated in the notification section above.

Cantenting record procedures: The Central Intelligence Agency's
'swas for access to individual records, for disputing the con-
aws thereof, and for appealing an initial determination by CIA
cor<erning access to or correction of records, are promulgated in
the CIA rules saction of the Faderal Register.

Recnrd source categories: The individual through the completion
of z variety of psychological tests and interview sessions with
Ag=ncy meadical officars,

C1a—38
System name: Congressional Liaison Records.
System location:
Central Inteclligznce Ag2ncy
‘Washington, D.C. 20503.
Categories of individuals covered by the system: Matters of liaison

with Congressional Offices are filed in the name of the member of
the Office involvad.

Categories of records in the system: Liaison record.
. Correspondence file. ’

Newspaper and publication clippings.

Authority for maiotenance of the system: Section 506(2), Federal
Records Act 1950 (2+ 1.5.C, Section 3101).

Routine uses of records muiutained in the system, including catego-
ries of users and the purpuses of such uses: Flandle requests from
members and Committzes. : .

Coordinate Agency position on proposed legislation.

Przparz Agsncy position papers.

Policies and practices for storing, retrieving,
and dispasing of records in the system:

Storage: Paper and magnetic media. -

Retrizvability: By the name of the Member of Congress.

Safeguards: All records acz stored in a combination lock safe ac-
c=3s 13 restrictad only to OLC personnel.

accessing, retaining,’

of r=cord, in which case they are kepl for permanent retention.
vstern manager(s) and addresst
Legislative Counsel :
Central Inteliigence Ag2ncy
Washington, D.C. 205)5.
Notification procedure: Individuals seeking to leam if this system
of records contains information about them should direct their
inquires to:

425

QQQLO%WL-‘SI committees and
CIA—39
System name; Publications About CIA.
System location:
Central Intelligence Agency
Washington, D.C. 20503. ) :

Cautegories of individuals covered by the system: Authors of publi-
cation, CIA employees, and other individuals mentioned in
newsgaper articles about CIA. : .

Cutegories of records in the system: Newspaper articles:

By-lined articles mentioning CIA.
Articles mentioning CIA.

Correspondence concerning arrangements for press intervicws
with CIA officers.

Authority for maintenance of the system: Section 506(a), Federal
Records Act 1950 (44 U.S.C., Section 3101).

Routine uses ol records maintainzd in the system, inclnding calego-
ries of users and the purposes of such uses: Used by Agency officials
researching articles on the CIA.

Policies and practices for storiug, retrieving, accessing, retaining,
and dispesing of records’in the system: -

Storage: Paper.

Retrievability: By name.

Safeguards: Files are stored in a vaulted room; access wpon
request on a need-to-know, basis.

Retention ond disposal: File
il y ieh tirne they. are reviewed-afid

Sysiem manager(s) and address: .

Assistant to the Director For Duntic AFFPAIRS
Office of the Director ’ .

Central Intelligence Agancy

Washington, D.C. 20503.

Notification procedure: Individuals seeking to leam if this system
of records contains information about them should direct theic
inquiries to; ! s YR

wagy Act C

other Government agencicy

nator . ) E N

Gy iligenTe AgEncy
Washington, D.C, 20305. :

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1501.13). Individuals must
comply with these rules.

Record nccess procedures: Request from individuals should be ad-
dressed as indicated in the notification section above. )

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA .
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Newspaper articles and correspondence.

CIA—40

System name: CIA Authors File.

System location: o

Central Intelligence Agency
Washington, D.C, 20505. : .

Categories of individuals covered by the system: CIA employees
(current and past) who have published commercially.

Categories of records in the system: Name of author and title and
source of publication. ’

Priges

‘Washington, D.C. 20303,

Identification reguirements are specified in the CIA rules
putlishad in the Federal Register Q2CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
@raswed as indicaled in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
rezulations for access to iadividual records, for disputing the con-
weris therzof, and for appealing an initial determination by CIA
concerning access 1o of correction of records, are promulgated in
the CILA rules section of the Federal Register.

Rzcord source categntiv: Agency officials.

. ’

transferred to Records Center,

. into permanent records.
. by pulping. ' : v

Authority for maint of the syst
1947, as Amended-—Public Law 80-253.

Central Intelligence Agency Act of 1949, as Amended—Public
Law §1-110. : -

Section 506(n), Federal Records Act of 1950 (44 U.S.C., Section
3101). :

Routine vses of racords maintained in the system, including catego~
ries of users and the purposes ol such nses: Used for author display
exhibit in CIA Library. . }

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system: .

Storage: Manual card file.

Retrievability: By name of author.

National Security Act of

[information and Privacy Coordinator -

223-9074

Vap—

-~ . _  Permanent.

Records for which OLC is office of record are permanent. 1
Non-record or temporary items are cut off annually,
recalled after 5 years

and screened for selected files which are incorporated
Residual material is destroyed

m:ain%;}tl:{.:’:I 25 yeany afl '
Slroye ing. r
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yalein manag2e(s) and address:
Director,
Central [atellizence Agency
Washington, D.C. 20505. .
* Notification procedure: Individuals seeking to learn if this system
of records conlains information about them should direct their

inguiries to;
et Priva' xer€oordinator)
entral Intelligence Agency

Washington, D.C. 20505. .

Tlentification requirements are specified in the CIA rules
published ia the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
dressad as indicated in the notification section above.

Contesting record protedures: The Central Intelligence Agency’s
regnlations for access to individual records, for disputing the con-

iea OFFICE oF LEAIRA)

concening access v or corrzction of records, are promulgated in
th= CIA rules seciion of the Faderal Register.

Record source categories: Individual authors.

CIA—-41
System name: Intelligence in Public Literature File.

System location:

Central Intelligeace Agency )
Washington, D.C. 20505, . :

Categqries of individuals covered by the system: Individuals who
have written on the general topic of intelligence and have been
reviewed in the public media; individuals identified as being in-
volved in intelligence activities.

Categories of records in the system: Media articles on personalities
and events relating to subject of intelligence.

1947, a5 Amended—Public Law §0-253. ] :
. Centra! Intelligence Agency Act of 1949, as Amended—Public
Law 81-110. .

Section 506(a), Federal Records Act of 1950 (44 U.8.C., Section
3101).

Routine uses of records muintuined in the system, inclading catego~
ries of users and the purposes of such uses: Used to provide Agency
and other USIB components a ready-reference file on open litera~
= relating to intelligence.

Policies and practices for storing, retrieving, accessing, retdining,
2ast disposing of records in the system: :

siorane: File folders and archives boxes of media articles.

Zetrievability: By name of author or gencral topics.

Saleguards: File is opgn to any Agency or Intelligence Communi-
ty =mployee on an official task; requests for access to classified
portions are screened on the basis of official **need-to-know.”

Retention and disposal; Articles and topics are discarded when no
lonzar used. .

System manager(s) and address:

Dirzctor,
Custeal Intelligence Agzncy
Wishington, D.C. 20505.

Notifivation procedure;
of recurds contains information about them
inguirizs {o:

Pri-agy Act Coardinator
Centra% Tatettigence AgEncy
Washington, D.C. 20503. ; . i

Jdeatification requirements are specified in the CIA mles
published in the Federal Register (32CFR 1901.13). Individuals must
comply with thase rules. '

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thercof, and for appealing an snitial determination by CIA

Individuals seeking to learn if this system
should direct their

the CIA rules section of the Federal Register.

510 91:1GHA-RDPR86-008

€

tents therzof, and for appealing an initial determination by CIA -

Anthority for maintenance of the system: National Security Act of .

sce OFFICE Ci>(enTRe| PeFaperce,

concerning access to or correction of records, are promulgated in

PRIVACY ACT ISSUANCES -

ecord source categories; Foreign and domestic news media; in-
eioo 001400045
CIA—42 i
System name: Libracy Open Literature Ready Reference File.

Rereeew System location:

Central Intelligence Agency
Washington, D.C. 20505. -
Categories of individuals covered by the system: Individuals ap-
pearing in news media.
Categorizs of records in the system:
dividuals of intelligence interest.
- Authority for mointenance of the system: National Security Act of
1949, a5 Amendad—Public Law 80-233.
Central Intelligence Agency Act of 1949, as Amended—Public

Law 81-110.
3l5ection 506(a), Federal Records Act of 1950 (44 U.8.C., Section

Articles concerning in-

Routine uses of records mraintained in the system, including catego-
ries of users and the purposes of such uses: To provide traditional
library reference service to Agency officials. It serves as an adjunct
to standard published reference works and supplies information not
othenwise readily available.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Hard copy file of media articles.

Retrizvability: By subject, organization or personal name; some
are retrievable by a manual or a computer index to the file.

Saleynards: Requests for information are screened for ap-
proptiateness.

Relention and disposal: Atticles and categories are discarded

when no longer needed.

Systern manager(s) and address:
Director, Ceatral-Ref S
Central Intelligence Agency
Washington, D.C. 20505. -~ =~ . o

Notification procedure: Individuals sezking to learn if this system

of records contains information about them should direct their .

Arie or Camrei Rerceewd | ‘

inquiries to; - T,
( ﬁ a:ygt Coordinator ¥+ —
i) mtelligance Agency i
Washington, D.C. 20505. e :
Tdcntification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above. .
Contesting record procedures: The Central Intelligance Agency’s -
regulations for access to individual records, for disputing the con-
tents thercof, and for appealing an initial determination by CIA
concerning access to or comection of records, are promulgated in
the CIA rules section of the Federal Register. o
Record source categories: Foreign and domestic news media. .

CIA—43

System name: Briefing Program File.
System location: -

Central Intelligence Agency

Washington, D.C. 20505, ) o
Categories of individuals covered by the system: Those individuals,
both foreign and U.S., who have visitad CIA for official briefings
uader the CIA Briefing Program.

Categories of records in the system: Names,
parent organizations of visitors.  ~

Authority for maintenance of the system: National Security Act of .
1947, as Amended—Public Law, 80-253. -

Central Intelligence Agency Act of 1949, as Amended—Public’
Law 81-110.

Section 506(a), Federal Records Act of 1850 (44 U.S8.C., Section
3101). ' . :
Routine uses of records maintained in the system, including catego~ '
ries of users and the purposes of such vses: Used in planning briefing
programs. .

Policies and practices for storing, retrieving, accessing, retoining,
and disposing of records in the system:

dates of visits, and

[[nformation and Privacy Coordinator }

Records destroyed when
by pulping. .

Z3-
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Storage: 3 x 5 index cardsAPProved Fo_‘lease 2002/05/09 : &ARIREG :

Retrievability: By name.
Safeauards: Kept in secure area; only authorized officials have

access to the file.
tentiyn and disposal: Retaiped for 5 yearsmalc of brief-
T G
Systera manager(s) and address: i
Ehict-Eoitect : WL execu
and Assessments Staff Z Ecunive OFficeR..
Cenriral Intellizence Agency
Washington, D.C. 20505.
Notification procedure: Individuals sceking to leam if this system
of records contains information about them should direct their

inquiries mm
PadCAc Coptlpntor
Cenfral Intziligence cy
Washington, D.C. 20305, § )

Identification requirdments are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
cozaply with these rules.

Record access procedures: Request from individuals should be ad-
dressed a3 indicated in the notification section above. .

Contesting record procedures: The Central Intelligence Agency's
regulations for access to individual records, for dispuiing the con-:
tents thereof, and for appealing an initial determination by CIA
comcerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Official correspondence from parent or-
ganizations of individuals to be briefed.

- Cla—4
System name: Foreign Map Sources Files.
System location: .
Ceniral Intelligence Agency
Washingion, D.C. 203503. .

Categories of individuuls covered by the system: Selected U.S, and
foreizn individuals and firms having a poiential to provide foreign
mzps. .

Categories of records in the system: Names, extracts from open
lit=ratur=, intelligence reports, records of map acquisitions.

Authority for maintenance of the system; National Security Act of
13+7, as Amended—Public' Law 80-233. .

Tearrz) Intelligence Agency Act of 1949, as Amended—FPublic
L=w 31-110. .

Ssaction 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101). -

Routine uses ol records maintained in the system, including catego-
ries of users and the purposes of such uses: To provide information
in support of foreign map acquisition.

Policizs and practices for storing, retrieving, accessing, retaining,
aad dispesing of records in the system: :

Storage: Paper.

Retrievability: By narme. :

Saleguards: Kept in secure area; only authorized personnel have
access. T

Retention and dispesal: [ nffefinite; peti

Systerns manager(s) and addresST

Dirsctor, Office of Geographic and
Cartographic Research

Central Intelligance Agzncy
Washington, D.C. 2D305.

Notification procedure; Individuals secking to learn if this system
of records contains information about them should dirzct their

Pri2=ty Act ﬁ tor
4 13)-’6: ma__>

C:nlra&;"lﬁt‘é_.lgencc“'l_ucn:y :
Washington, D.C. 20305,
Identification requiremenis are specified in the CIA rules
published in the Feder! Negister (32CFR 1901.13). Individuals must
comply with these yul
Record accass prove-
@rassed as indicated in the potification section above.

1 ev: Request from individuals shonld be ad- [

. C 427
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regulations for access to WRlvidual records, for disputing the con-

tents thereof, and for appealing an initial determination by CIA

concerning access 1o or correction of records, are promuigated in
the CIA rules section of the Federal Register.

Record source categories: Individuals, intelligence reports, open
literature.

CIA—45

System naome; Soviet-U.S. Contacts File.

Systein location:

Central Intelligence Agency
Washington, D.C. 20503. :

Categories of individuals cavered by the system: Prominent U.S.
citizens, such as members of Congress and high-racking govern-
ment officials, who have met prominent Soviets at meetings re-
ported in the press.

Categories of records in the system: Names and titles of in-
dividuals, dates and places of meetings, subjects discussed as re-
ported in the Soviet and U.S. press.

Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law §0-253.

Central Intelligence Agency Act of 1949, as Amended—Dublic
Law §1-110.

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101). .

- Routine uses of records maintained in the system, including catego-
ries of users and the porposes of such uses: Used o prepare briefing
matetial for U.S. officials who plan to visit the USSR or hold
discussions with Soviets in the United States.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system: :

Storage: Computer tapes and paper.

Retrievability: Name of Soviet or U.S. participants, date, general .

_ subject, and locations of meetings. :

Safeguards: Requests for information are screened for ap-
propriateness. Files are stored in combination locked safes.

Retention and dispasal: File started in 1974 and still considered -
experimental; continuation will depend upon utility; no file destruc-
tion to date.

System manager(s) and address: - Co
Director, Centrab-Reference-Scrviee OFFIKE oF Carorrenl Rergeenm e,
Central Intelligence Agency . . o oo
Washington, D.C. 20503. ' . -

Notification procedure: Individuals secking to learn if this system

of records contains information about them should direct their

inguires to;
TvacyAct Cofnu%g.,;—
entral Trfelligence Agency

Washington, D.C. 20505. - :
Identification requirements are specified in the CIA rules

published in the Federal Register (32CFR 1501.13).

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intellizence Agency's
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to of correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Soviet and U.S. press.
Cia—46
System name: Academic Relations File.
System location: :
Central Intelligence Agency
Washington, D.C. 20305, .
Cetegories of individuals coversd by the system: Scholars with
whom the DDI maintains contact for the purpose of exchanging
research and analyses. .
Categories o records in the system: Names and addresses.
Authority for maintenance of the systewn: National Security Act of
1947, as Amended—Public Law §0-253.
Central Intelligence Agency Act of 1949, as Amended-—Public .
Law 81-110. o

Information and Privacy
Coordinatar

Destroy data on individual source when procurement
action is complete or source potential is ended.

Destroy 5 years after cut-off.
of each calendar year. Screen.
copies and housekeeping records.

Cut

Destruction by pulping.

D N :
estruction by pulping.

Destroy duplicate
C 1 Maintain remainder
in current file area for 5 years and destroy.

off at end

(%)

Information and Privacy

qurd'inator{ —
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Section 506(a), Faderal Records Act of 1950 (44 U.S.C., Section
3101

Routine uses of records maintained in the system, including eatego-
ries of users wnd the purposes of such uses: Refercnce for correspon-
dence: mailing of unclassified Agency publications.

Policies ani practices for storing, retrievivg, accessing, retaining,
and dispnsing of records in the system:

Storage: 5 x ¥ index cards,

Retrievabiisty: By name.

Safeguards: Kept in secure area; only authorized officials have

access. L
igite; pep\s@ally pu‘%
Systern manager(s) and nddresst Y
Coordinator for Academic Relations
Central Intelligence Agency
‘Washington, D.C. 20503,
Notification procedure: Individuals secking to learn if this system
of records contains information about them should direct their
fayuiries to;

Y
nator
entral Tntelligence Agency
Washington, D.C. 20305.
Identification requirements are s ecified in the CIA rules
published in the Federal Register 32CFR 1901.13). Individuals must
comply with these rules.
Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.
Contesting record procedures: The Central Intelligence Agency's
reguletions for access to individual records, for disputing the con-
~tents thereof, and.for appealing an initial determination by CIA
concarniog access to or correction of records, are promulgated in
the CLA rules seciion of the Federal Register.
Record source categorles; Correspondence and personal contact.
’ CIA—47
System name: Professors nnd Placement Officers of Selected Col-
. lzges. .
System location:
Central Int=lligence Agency
Washington, D.C. 20503,
Categories of individuals covered by the system: Those key in-
dividuals in sclected colleges who may be able 1o assist the Office

of Ecoromic Research in its professional recruiting effort for
economics analysts.
. Categories of records in the system: Names and parent organiza-
t:ons.

Authority for mnaintepance of the system: Central Intelligence
Agency Act of 1949, as ‘Amcnded—l’ublic Law 81-110.
3IS=clion 506(a), Federal Records Act of 1950 (44 u.scC., Sec:ion\

"Act Cooriti

-

Routine uses of records muintained in the system, including catego-
ries of users and the purposes of such uses: Used in Office of
Economic Research recruiting program.

Policies and practices for storing, retrieving, accessing, retalning,
and disposing of records in the system:

Storaga: List.

Retrievability: By name.

Safeguards: Kept in secured area; only authorized officials have
access.

Retention and diswsnl‘-{lnduﬁp

System manager(s) and addresst
Director, Office of Economic Research
Central Intelligence Agency
Washington, D.C. 20503.
Notification procedure: Jndividuals seeking to learn if this system
of records contains information about them should direct their

inquirigs to: . S
jvdAct Conminiator =
Central Tatgllizgence Agancy

Washington, D.CZ. 20505, :
Ideatification requiremants are specified in the CIA rules
published in the Faidural Register (32CFR 1901.13). Individuals must
comply with these 1!

Approved Fo » |easeuﬂom5m:|emmss-q:089.)oo1oo14ooo4-5

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulyated in
the CIA rules section of the Federal Register. :

Record source categories: Professional contacts estublished by the
Office of Economic Research and Agency recruiters.

Cia—43
System name: Cryptographic Access File.

System location:

Central Intelligence Agency
Washington, D.C. 20503.

Cateyories of individuals covered by the system: Agency staff per-
sonnel, contract employees, and contractor employees who have
been authorized access to cryptographic inforraation.

Categories of records in the system: Biographic information in-
cluding name, date of birth, social security number, and Ageicy
component or commercial employer and date of clearance of par-
son being granted access.

Authority for maintenance of the system: Executive Order 10450,

Public Law §1-513, dated 13 May 1950. .

Routine uses of records maintained in the system, including categn-
ries of users and the purposes of such uses: Control and accountabili-
ty of cryptographic access clearances. -

Certify to Agency officials and to other ageacics and private con-
tractors names of individuals who possess a cryptographic
clearance. N ) .

Users of this information are the Office of Security and Office of
Communications. N

A record from this system of records may be disclosed as a
“routine use’ to a Federal, state or local agency maintaining civil,
criminal or other relevant enforcement information or other per-
tinent information, such as current licenses, if necessary to obtain

retention of an employee, the issuance of a security clearance, the
Jetting of a contract, or the issuance of a license, grant or other .
benefit, ' . B
Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:
Storage: Paper and computer, ; .
Retrievability: By name. . . . .
Safeguards: Information on paper media is stored in combination -
lock safes or in a secure area; access is limited to authorizzd em-
ployees on a need-to-know basis. Information stored on the com-
puter system is subject to safeguards established by the Office of
Security. . . ’ -
Retention and disposal: Paper files are retained until the clearance -
is rescinded. Destruction of paper records is accomplished through
burning. Computar records are revised when clearance is rescinded.
System munager(s) and addresss .
Director, Office of Communications
Central Intelligence Agency :
Washington, D.C. 20505. : o
Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their

inquiries to; : :
< Priyny Act Costdinator )~ -
Tentral Intelligence Agency

Washington, D.C. 20503. : :

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals rnust.
comply with these rules. .

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thercof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: The sovrce of biographic information is
the Office of Secunty or official correspondence notifying Office
of Commaunications of a change in the individual's status.

9
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Reviewed every 2 years and rec
Destruction is by pulping.
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Review annually and destroy records on individuals
no longer associated with the activity.

Destruction - -

program.
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Employee.
' CIA—39
Sysiem name: Directorate of Operations Records System.
Systerm location:
Central Intellizgznce Agency
Washington, D.C. 20505.

Categories of individuals covered by the system: Individuals who
ar= of foreign intellizgence or foreign counterintelligence interest to
the CIA, either because of their actual, apparent, or potential as-
sceiation with foreizn intelligence or foreign counterintelligence ac-
tivities, or because ey are of actual or potential uss to CIA.

Categories of records in the system: Categories of records include
adminiswative, management and policy, persomality, operational,
acd impersonal subjects based primarily on foreign intelligence and
forzign counterinteliigence reports.

Autherity for muintenance of the system: National Security Act of

L1927, as Amendad—Public Law 80-253.

Cantral {ntelligance Agency Act of 1949, as Amended-—Public
La~ 81-110. '’ o

Saction 506(a), Federal Records Act of 1950 (44 U.S.C., Section
300 .

migration and Nationality Act, as Amended—Public Law 82.

KIEN

Houtine uses of records taintained in the system, including catego-
i¢s of users and the purposes of such uses: To provide information
CIA aad to selected Federal agencies and military depart-
mezts for the conduct of foreizn intelligence operations.

To provide information within CIA and to the FBI, other
selected Faderal agencies, and military departments for the conduct
of fue=izn counterintelligence operations.

Teo +onduct national Agency name checks for other agencies as
requirsd v National Security Council Directive and thz Immigra-
tion zod Nationality Act of 1952 in the interest of the security of
thz Unitad States.

To prowide information to the Immigration and Naturalization
Serice. .

A .record from-this system of records may be disclosed as a
“routine use’’ to a Federal, state or local agency maintaining civil,
criminal or other relevant enforcement information or other per-
ticent information, such a3 current licenses, if necessary to obtain
infocmaton relevant 1o an Agency decision conceming the hiring or
* yersation of an employee, the issuance of a security clearance, the
lztting of a contract, or the issuance of a license, grant or other
brnefic -

To provide information to U.S. aand, through established liaison
channels, selectad foreign governmeat agencies in national security
or :riminal cases.

Policies und practices for storing, retrieving, accessing, retaining, -
and dispesing of records in the system: :

Storage: Paper, microforms, and magnetic media.

Reztrievability: By name. X -

Safeauards: Sirict controls have been imposed to minimize the
% oi compromising information held. Employees are allowed. ac- ©
o the index aad files only after undergoing special training.
= are dearees of compartmentation which are designed to limit
s to information on a strct ‘‘need-to-know™ basis. Records
kept of each disclosurz of a record to another agancy as
r=yuired by this act.

Retention and disposal: Retention is bascd on approvad records
sosition- schedules. Destruction is by pulping, degaussing, or
bzming.

Systern manager(s) :lﬂd_ﬂﬂl_’&iﬂj__ o 2 atn

it Ve ioas ST, DO oS maTIon

Ceantral Inteliigence Azency

Washington, D.C. 20303, )

Nutification procedure: ladividuals secking to learn if this system
ords contains information about them should direct their
25 to!

’

10Ul
<t Coondfnator..*
Tal Tateiligencs Agency

Washington, D.C. 20595,
Ydeniification requircments are specified in the CIA rules
sublished in the Federul Register (32CER 1901.13). Individuals must

ent

Ly N -
comply with these rul:

Pecord access priceinres: Request from individuals should be ad-
¢ressed 25 indicatad in the notification section above.

—

- o CENTRAL INTELLIGENCE AGENCY
Approved Fo 3 lease'2002/05/09

Informati'onwn'jntl Privacy Coordipafor [-‘

Y

Release 2002/05/09

Approved For

) gﬁl§R§§§co?9 % gg.‘l'ﬂg‘légxg%ﬁcﬂfgcnce Agency's
regulations for access to wdividual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulyated in
the CIA rules section of the Federal Register. .

Record source categories: Other U.S. agencies and organizations.

Foreign sources and individuals.

Predecessor organizations.

Overt publications.

Private citizens.

State and local agencies.

CIA—50 |
System name: Financial Records.

System location:

Central Intelligence Agency
Washington, D.C. 20503.

Categories of individuals covered by (he system: Current and
. former Agency staff personnel, contract personnel, consultants, in-
dependent contractors, detailed military and civilian personnel, and
survivors of deceased CIA retirement system annuitants

Categories of records in the system: Records required to ad-
minister compensation payments, payments to CIA Retirzment
System (CIARDS) annuitants, authorized or required payroll deduc-
tions or contributions for Federal, siate and city income tax, retire-
ment, insurance, Credit Union, etc., and leave entitlements. Petson-
nel actions, contracts, W-ds, W-2s, withholding authorizations,
banking instructions for dissemination of employees’ salary checks.

Official travel orders, record of funds advanced and transporta-
tion furnished, copies of travel claims and accountings. .

Records and statements conceming the status of funds advanced
to individuals for official purposes.

Correspondence and copies of all financial documentation accu-
mulated in the collection and settlement of amounts due the Agen-
cy from former employees. . .

Financial accounts and records concerning employees'/former
employees® participation in the Voluntary Investment Plan. Mem-
bership application, payroll deduction authorization, quarterly
status statement, fuads withdrawal requests,

Certifying officers; contracting officers; and authorizing letter
and signature card. . L '

Authority for of the + Central Intelli
Agency Retirement Act of 1964 for Certain Employees, as
Amended—Public Law §3-63. ' S o

Centrat Intelligence Agency Act of 1949, as Amendzd—Public
Law 81-110. :

Section S506(z), Federal Records Act of 1950 (44 U.S.C., Section
3101). :

Routine uses of records maintainea in the system, including catego-
ries of users and the pu es of such wses: Used by CIA personnel
to fulfill statutory requircments with regard to the computation,
payment, and recording of compensation dus Agency personnel and
annuities due to CIARDS annuitants and to report Federal, state,
and local taxing authorities tax information as required by luw:

. used by CIA officials to report and remit to appropriate Federal,
state, and local agencies tax withholdiags, individual and CIA con-
tributions for retirement, life and health insurance programs, and
other deductions as required or authorized by the individual. B

Used by CIA personnel concerned with the administration,
processing, audit and certification of travel and transportation ac-
counts. . X

Used by CIA personnel as an administrative control to ensure
that official funds advanced to individuals are properly and fully
accounted for. : .

Used by CIA personnel to pursue and document efforts made to
collzct amounts due the Agency from former Agency personnel.

Used by CIA personnel in the financial administration of the
Voluntary Investment Plan and to inform participants of theit equi-
ty in the Plan. .

Used within CIA by Agency personnel charged with responsibili-
ty for determining that the commitment and expenditure of Agency
funds is authorized, approved, and certified by officials to whom
such authority has been delegated.

Policies and practices for storing, retrieving, accessing, retaining,
and dispnsing of records in the system: .

Storage: Paper, punch cards, microfilm, maguetic tape and disks.

_Retrievability: By name, employee number, and component of as-
signment.
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Safeguards: Records are locuted in either veulted, limitzd access

areas or in combination lock safes. Access to the records is strictly
Jimited to Agzency personnel who either work with the records or
have an offictal need for the information.

Retention und disposal Method of disposal is by burning,
degaussing or shredding, whichever 1s the most appropnate for the
particalar medivm in which the record is maintained. Records are
Letained in accordance with established record disposal schedules.

. System manager(s) and address:

Director, Office of Finance
Central Intelligence Agency
Washington, D.C. 20505, )
Notification proc=dure: Individuals seeking to learn if this system
of records contuins aformation about them should direct their
inquings to:

Washington, 20303

Idendfication  feguitements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Iadividuals must
comply with these rules. :

Record access procedures: Request from individuals should be ad-
dressed us indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
conceming access to or correction of records, are promulgated in
the CIA rules section of the Federal Register. ’

Record source categories: Individuals and Agency officials.
C1a~-51
System name: Security Duty Office Event Reports.

System location, ' -

Central Intelligénce Agency .
Washington, D.C. 20503, : .

Categories of individuals covered by the system: Individuals who
contact the Security Duly Office. '

Categories of records fu the system: Name, date and subject
matter of contact by individual, : . -

Authority for maintenauce of the systen: National Security Act of
1947, as Amended—Public Law 80-253. -

Central Intelligence Agency Act of 1949, as Amended—Public
Law 31-110.

Szciion 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101).

Routine uses of Tecords maintained in the system, including catego-
ries of users and the purposes of such uses; Brief senior Security Of-
ficers concerning contacts made by individuats and events involving
the Agency and Agency facilities. *

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Paper. .

Retrievability: By name. -

Saleguards: Records are raaintained in oftice which is maaned on
a 24-hour basis. Information is disclosed to Agency officials on a
need-to-know basis. .

Retention and disposal: Records are maintained only for time
period when subject is of interest to the Agency. Records are
destroyed by burning.

System manager(s) and uddress:

Dirzctor, Office of Secusity
Cent:al Intelligence Ageacy
Washinzton, D.C. 20565.

Notitication procedure: Individuals secking to leamn if this system
of records. contains information about them should direct their
inquiries to:
< Privacy Act Coordivator

Central Totelligencé Agency
Washington, D.C. 20503. R

Tdentification requircments are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individvals must
coraply with these rules.

Record access procedures: Request {rom individuals should be ad-
dressed as indicated in the notification section above.

2238
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regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access_ Lo or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: General public, employees and Federal,
state and local officials,

CIA—52
Syster name: Speciul Clearance System.

System location:

Central Intelligence Agency
Washington, D.C. 20503,

Categories of individuals covered by the system: Federal, civilian
and military personuel and representatives from private industry
who possess special access clearances. .

Categories of records in the system: Name, date of birth, social
security number, date of background investigation, organization,
and clearancas held.

Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law §0-233.

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110.

Section 506(a), Faderal Records Act of 1950 (44 US.C., Section
3101). :

Routine uses of records maintained in the system, including catego-
xies of users and the purpeses of such uses: To certify throughout the
Intelligence Community and related industry the individuals whose
names are coatained in this Special Register for purposss of con-
trolling access to special classified materdals. -

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Cards, computer tapes and paper.

_ Retrievability: By name, social security number, and organiza-
tion.

Safeguards; The records are stored in a secure area. Access to
the storage area is restricted to those who. have the proper
clearances and have a need-to-know.

Retention and disposal: Thé records are kept as long as an in-

 dividual possesses special access ¢learances. Records are destroyed

when individual is debrefed of special clearance(s). Paper records
are burned; magnetic tapes are degaussed.
System manager(s) and address:
Director, Office of Security
Central Intelligence Agency
Washington, D.C. 20505.. . . .
Notification procedure: Individuals seeking to leam if this system
of records contains information dbout them should direct theiv

inquiries to: . - .
] AT Copninator b—
€ntral Intelligence Agency

Washington, D.C. 20505. )

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules. = . . : :

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above. )

Contesting record procedures: The Central Intelligence Ageancy'’s
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in -
the CIA rules section of the Federal Register. :

Record source categories: Agency personnel,
agencies, and private industry.

CIA—54
System name: Central Badge System.
System location: o

Central Intelligence Agency
Washington, D.C. 20505.

Categories of individuals covered by the system: Agency' ef-
ployees and individuals who required building access badges.

Categories of records in the system: Name, date and place of
birth, social security number, photographs and fingerprints.

and other Federal

- 074
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Authority for maintenance of the system: Central Intelligence
Azzney Act of 1949, as Amended—Public Law §1-110,

Sectivn 505(a), Federal Records Act of 1950 (44 U.8.C., Section
3100).

National Security Act of 1947, as Amended—Public Law §0-253.

Routine uses of records maintained in the system, including catego-
fies of users and the purposes of such vses; Used by the Office of
S=curity to identify and control access to Agency facilities.

Policies and practices for storing, retrieving, accessing, retaining,
and dispasing of records in the system:

Storage: Paper, photographs and magnetic media.

Retrievability: Name and badge number. -

Safeguards: Records arz maintained in vault. Access is limited to
jacividuals on need-to-know basis.

Retention and disposal: Retained for duration of employment or
2ssociation with the Agency. Records are destroyed by burning two
years aiter resignation or termination of the association. .

System pranager(s) and sddress:

Director, Office of Security
Central Intelligence Agency
. Washington, D.C. 20305,

Notitication procedure: Tndividuals sezking to learn if this system
of records contains information.about them should direct their
ingquiries to:

ivadycAst Coordyrator
Central Intellizence Agzncy
Washington, D.C. 20503,

ldentification requiremaznls are specified in the CIA roles
published in the Faderal Ragister (32CFR 1901.13). Individuals must
comply with these rules.

Record access proceduces: Request from individuals should be ad-
drassed as indicated in the notification section above.

Contesting record procedures: The Central Intellipence Agency’s
regulations for access to individual records, for disputing the con-
tonts thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register. .

Record source categovies: Employee records andfor the individual
requesting identification badge.

. CIA—-56
System namé Security Analysis Records.

System location:

Cantral Intelligence Agency
Washington, D.C. 20505.

Categories of individuals covered by the system: Any individual
who comes to the attention of the Agency because of a counterin-

Ligance interest that concerns Agency personnel or Agency

s A

Categorles of records in the systan: sraphic information and
data concerning an individual's involvemeat in specific intelligence
2nd counterintelligence activities,

Autherity for roaintenance of the system: National Security Act of
1947, as Amended—Public Law §0-253.

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110.

sction 506(a), Federal Records Act of 1950 (44 U.S.C., Scction

3101). .
Rovutine nses of records malatained in the system, including catego-
ries of users 2pd the purpeses of such uses: Inform Agency officials
of poiential or actux! CI information involving Agency personnel or
factlities.

Policies ‘and practices {or storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Paper.

Retrievability: By name.

Safeguards: All records are maintained in a vaulted area. Access
is limited 0n a need-to-know basis.

Retzntion and dispesal: Permanent retention.

System manager(s) and ldress:
Director, Office ol Security
Central Intelt
YWashington, o
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Notification procedure: Individuals sceking to leara if this system
of records contains information about them should direct their
inquiries to; .

al Intclligence Asency
Washington, .C. 20305.

Identification requirsments arc specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must- '
comply with these rules,

Record access procedures: Requést from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Centra] Intelligence Agency's
regulations for access to fadividual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or conection of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Employees.

U.S. Governmznt agencies.

Foreign intelligznce sources.

ClA—57
System name: Security Records.

System location:

Central Intslligence Agency
Washington, D.C. 20505.

Categories of individuals covered by the system: Applicants, staff
and contract employzes, former employecs, consultants, contrac-
tors, military detailees, individuals of security interest, persons of
substantive affiliation with or service to the. Agency, persons on
whom the Agency has conducted an investigation, Agency cm-
ployees and other individuals associated with the Agency who have
completad 2n accident report form, and Federal, civilian and milita~
ry personnel with whom the Agency conducts liaison.

Categories of records in the system: Investigation ceqiests.

Biographic data (name, sex, D/POB, social security number, and
employer and employee address at time record was created).

Authorizations for the release of high school and college trans-
cripts and copies of those transcripts. .

Investigative reports. ) R .

Appraisal summaries reflecting the rationale for grantiog or refus-
ing a security clearance. . . . .

Documentation of the final action taken by the Office of Security
concemning any given investigation.

Secrecy agreements.

Documentation concerning the granting or refusing of special
clearances; levels of clearances held; approvals for personnel reas-
signments; notations that polygraph or other special interviews
were performed; memoranda concerning security violations; notices
of termination of affiliation with the Agency.

Report of accidents and investigative reports.

Authority for maintenance of the s stem:. National Security Act of
1947, as amended-—~Public Law 80-253. ]

Central Intelligence Agency Act of 1949, as Amended—Public
Law §1-110. .

Section 506(2), Federal Records Act of 1930 (4 U.S.C., Section
101 oo .

)
Executive Order 10450,
Exccutive QOrder 11807, ’ .
Section 19(a), Occupational Safety and Health Act of
1970—Public Law 91-596. '

Ronline uses of records d in the system, including categ
ries of users and the purposes of such nses: The system is used 10
ascertain whether there is any existing information concerning 2
person who is of immediate inierest to the CIA. The system is rou-
tinely used when:

a person applies for CIA employment;

a person is a candidate or associated with a candidate for some
project or assignment;

a question anses as to whether a certain individual has been
secunty approved, or considered for security approval by the CIA;

there is a need to obtain the security {ile of an individual who is
known (or assurmed) to be the subject of a file; and -

CIA receives a request for investigative information from another
Federal agency. : .

Records from this system are also used to prepare briefings on
Agency accident experience; to determine accident causes and
recommend remedial action; and to prepare guartedly and annual
statistical reports for the Department of Labor.

. ..
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Policies und practices for storing, relrieving,Ticcessing, retaining,
and disposing oi records in the system:

Storage: Paper, microfilm, computer disks and magnetic tapes.

Retricvability: By name.

Safegnards: Records are sufeguarded by combination lock securi-
ty continers. or are stored within a vaulted area. Access is
restricted to individuals who are certified on an *'Access List.”” The
Access List is validated each month and published so that responsi-
ble officials can insure that records are accessed only for official
purpUses. )
il and dispesat: Files which contain Azency-developed in-
rports o an individual are retained a maximum of 50
wnen destroyed by bumning or pulping. Liaison contact files

fur thres years and then destroyed by buming or pulping,
xcept where there is o tncumented request to continue the liaison.

System nanager(s) and address:
Director, Office of Sccurity
Inteiligence Agency
ington, D.C. Z0305.

Notification procedure: Individuals seeking 1o learn if this system
of records contains information about them should direct their

- _PRIVATY ACT ISSUANCES !
lease 2002/05/09 :
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Central Intelligence Agency

Washington, D.C. 20503.
Notitication procedure; Individuals sceking to learn if this system
of records contains S should direct their inqui-

ries to}
o Tiviey AbCCoordxﬁ tor
- Central Intelligénce Agency

Washingion, D.C. 20505. .

Idemification requirsments are specified in the CIA rules

published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Requests from individuals should be
addressed as indicated in the notilication section above.

Contesting record procedures: The Centrul Intelligence Agency’s
regulations for access to individual record, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerming access to or correchion of records, are promulgated in
the CiA rules section of the Federal Register.

Record source categories: Agency employees. -

CIA—59
Systera name: Unsolicited Correspondence from the General Public
Addressed to the Director or Deputy Director of Central Intel-

inquiries to:
cv pf Coordigutor
: entral [ni=ligence Agency

Washington, D.C. 20505. - )

Identification requirements are specified in the CIA rules
published in the Fedecal Register (32CFR 1901.13). Individuals must
comply with ihese rules, :

Record access procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thereof, and for appealiag an initial determination by CIA
concerning 2ccess to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source’ categories: Cucrent and former employees, con-
suliants, contractors, contract employees, military detailees, appli-
cants for employment, persons of substantive affiliation with or
service to the Agency, Federal state and local agencies, educational
institutions, employers, personal and business references provided
by the iadividual under investigation and acquaintances of the in-
dividual. : :

CIA—58
System name: Inspector General Research Records.
System location:
Central Intelligence Agency
Washington, D.C. 20505.

Categories of individuals covered by the system: Agency personnel
and otaer individuals whose namss appear in documents assembled
primarily from other Agency records systems by the Inspector
General in relation to an Executive commission and Legisldtive
commitice reviews of Agency activilies conducted between 1972
and 1976, .

_ Categories of records in the system: CIA documents that are per-
tipent to an Executive commission and Legislative committee
reviews of Agsncy activities. -

Authority for mainteuance of the system: Central Intelligance Act
of 1949, as amended—Public Law 81-110.

Section 506(a), Federal Records Act of 1950 (44 US.C,, Section
3101).

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: The system is used by
. Agency officizls for refecr=nce use in connection with Executive

_ and Legislative reviews of Ageacy actvities.

Policies and practices for storing, retrieving, accessing, retaining,.
and disposing of records in the system: .

Storage: Paper.

Retrievability: Name or subject.

Safeguards: Information is stored is safes. Access is limited to
Azency personnel.

1
Retention and disposal:/Doddipents will be ined for ingdefinite
Betention and dhpoals/Dopéae Pidined for inghls

“Tystern manager(s) nnil address:

ligance.
System location: .

Central Intelligence Agency

Washington, D.C. 20505.

Categories of individvals covered by the system: Members of the
General public who have writtea to the Director or Deputy Director
of Central Intellizence.

Categories of records in the system: Correspondence from the
general public and Agency letters of response. D
Authority for i of the sy = Central TIntelligence
Agency Actof 1949, as amended--Fublic Law 81-110. o
Section 506{a), Federal Records Act of 1950 (44 USC,, Section

3101).

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: The system is used by
the Executive Secretary, Office of the Director, to insure that cor-
respondence is acknowledged. Certain correspondence is forwarded
to other Government agencies for appropriate action.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the systen:

Storage: Paper. :

Retrievability; By name.

Safeguards: Records are in a vaulted area; access is controlled by -
the Executive Secrelary.

: JRecords aypé stored in/the Execu‘_ﬁva{}lﬁe—
then ?ﬁgs rred to thé Records Center for
e years' slorag?/fecords are destroyed by buming
ate of receipt of correspondence. £

Executive
Central Intelligence Agency
Washington, D.C. 20505.
Notification procedure: Individuals seeking to learn if this system
of records contains their correspondence should direct their inqui-

ries to: - ;
i -,hﬁ.ﬂ;@@@
Central Intelligence Agency

Washington, D.C. 20505,

Identification requirements are specified in the .CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Requests from individuals should be )
addressed as indicated in the notification scction above.

Contesting record procedvres: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Information and Privacy Coordinator

H Permanent.
—e

2283-974

INFORMATION) ABCUT THEX

.

-Subject file of substantive correspondence requiring
action beyond acknowledgement reply is permanent.

Routine correspondence and acknowledgments are .
reviewed at 2 year intervals and destroyed by pulpin

original contact

wvhen no longer needed, or destroyed 5 years after
‘within 5 years,

if no interest activated

or incorporated into Subject file if interest is

activated and case warrants.

~originals referr

so noted and files cut off annually and destroyed
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CIA--60

System name:

Personal and Professional Associates of the Director
of Central Intelligence.

Sysiém location:
Central Intelligence Agency
Washington, D.C. 20505

Categories of individuals covered by the system:
Personal and professional associates of the Director
of Central Intelligence.

Categories of records in the system:
Home and business addresses; home and business phone
numbers; category of association with the DCI (e.g.
personal/professional).

Authority for maintenance of the system:
Central Intelligence Agency Act of 1949, as amended-
~Public Law 81-110. Section 506(a), Federal Records
Act of 1950 (44 U.S.C., Section 3101).

Routine uses of the records maintained in the system,
including categories of users and the purposes of such
uses: '
The system is used by administrative personnel,
Office of the Director, to insure that information
pertaining to the Director's associates is
maintained in a current manner.

Policies and practices for storing, retrieving,
accessing, retaining, and disposing of records in the

system:

Storage: Hard copy computer print-out and magnetic
disc+pack. :

Retrievability: By name, city, or type of
association.

Safeguards: Hard copy computer print-out stored in
a vaulted area; access is controlled by the Director's
imrniediate office staff. Automatic data processing disc
pack requires coded identifier for activation. Access
on a need-to-know basis.

Retention and disposal: The hard copy computer
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print-out is stored in the Office of the Director and
becomes a part of the Director's personal
correspondence/files. This hard copy is replaced as
changes occur and the preceding copy destroyed by
burning. Magnetic disc pack is corrected as changes
occur and when no longer of use it is erased.

System manager and address:
ExXecutive Assistant to the Director
Central Intelligence Agency
Washington, D.C. 20505

Notification procedure:
Tndividuals seeking to learn if this system of
records contains their name and address should
direct inquiries to:

Information and Privacy Coordinatpf 0
Central Intelligence Agency
Washington, D.C. 20505

Identification requirements are specified in the CIA
rules published in the Federal Register (32CFR
1901.13). Individuals must comply with these rules.

Record access procadures:A
Requests from individuals should be addressed as
directed in the notification section above.

Contesting record procedures:
The Central Intelligence Agency's regulations for
access to individual records, for disputing the
contents thereof, and for appealing an -initial
determination by CIA concerning access to or
correction of records, are promulgated in the CIA
rules section of the Federal Register.

Record source categories:

Selected public by category of relatlbnship with the
DCI.
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CIA--61

System name:
Supplemental Personnel (Soft) Files..

System location:
Central Intelligence Agency
Washington, D.C. 20505

Categories of individuals covered by the system:
Current and former staff or contract employees and
detailed personnel.

Categories of records in the system:

“Memoranda of discussions, working copies of
"personnel and contract actions including procedural
checklists, performance appraisals, travel and
shipping orders. Information concerning conduct,
training, special qualifications or restrictions,
dependency and residence, emergency notifications,
biographic data, Letters of Instruction. Also,
cables and dispatches of administrative and
operations significance, and photographs.

"Authority for the maintenance of the system:
National Security Act of 1947, as amended--Public
Law 80-253. Central Intelligence Agency Act of
1949, as amended--Public Law 81-110. Section 506(a)
Federal Records Act of 1950 (44 U.S.C., Section
3101).

Routine uses of records maintained in the system,
including categories of users and purposes of such
uses:
Used as a supplement to the official personnel
folders by authorized operating officials to
facilitate and expedite processing or procedural
requirements and transactions of employees.

Serves as a management tool for administrative and
operating officials for purposes of employee
assignment, promotion, and career development
considerations and determinations.

To refer or provide information in response to or by
direction of a court order, or where there is an
indication of a violation or potential vieolation

of law whether civil, criminal, or regulatory in
nature, to the appropriate agency charged with the
responsibility of investigating or prosecuting such
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violation or charged with enforcing or implementing a
statute or law, regulation or order issued pursuant
thereto, ° B '

Policies and practices for storing, retrieving,
accessing, retaining, and disposing of records in the
system, '

Storage: Paper. .

Retrievability:' By name.

Safeguards: Files are maintained in vaulted areas
or approved metal filing cabinets; file release is on a
controlled-loan basis to authorized officials.

Retention and disposal: After transfer, resignation
or retirement, screen folder immediately transferring
items that should be filed in the Official Personnel
file, operational items to appropriate operating files,
and process the remaining material as follows: )
Transfer--forward file to gaining office; retirement--
hold retirement cases 18 months and destroy; and,
resignations--hold resignation cases 1 year and destroy.

System manager:and address:
Chief, Support Staff
Intelligence Community Staff
Washington, D.C. 20505

Notification procedure:
Individuals seeking to.learn if this system of
records contains information ahout them should
direct their inquiries to:

Information and Privacy Coordinator
Central Intelligence Agency
Washington, D.C. 20505

Identification requirements are specified in the CIA
rules, published in the Federal Register (32 CFR
1901.13). Individuals must comply with these rules.

fecord access procedures:
Request from individuals should be addressed as
indicated in the notification section above.

Contesting record procedures:
The Central Intelligence Agency's regulations for
access to individual records, for disputing the
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contents thereof, and for appealing an initial
determination by CIA concerning access to or
correction of records, are promulgated in the CIA
rules section of the Federal Register.

Record source categories:
Employee
Career Service Panel
IC officials.
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